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Embedded software, predominantly written in C, is prone to memory corruption vulnerabilities due to spatial
memory issues. Although various memory safety techniques exist, they are often unsuitable for embedded
systems due to resource constraints and a lack of standardized OS support. CHECKED C, a backward-compatible,
memory-safe C dialect, offers a potential solution by using pointer annotations for runtime checks to enhance
spatial memory safety with minimal overhead. This paper provides the first experience report of porting
EDK2 (an open-source UEFI implementation), an exemplary embedded codebase to CHECKED C, highlighting
challenges and providing insights into applying CHECKED C to similar embedded systems. We also provide
an enhanced automated annotation tool E3c, which improves the conversion rate by 25%, enabling easier
conversion to CHECKED C.
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1 Introduction

Most of the embedded software is in C because of its performance and ability to interact with
hardware. Vulnerabilities due to memory corruption, especially spatial memory corruption, are
still a major issue for C programs [6, 60, 69]. Embedded codebases are also riddled with memory
safety issues [2, 18, 61, 63]. Although many mitigation and memory safety hardening techniques
exist [51], they do not apply to embedded software because of their resource-constraint nature,
close interaction with hardware, and the lack of standard Operating System (OS) abstraction.
Several industrial and research efforts, including CCured [39], Softbound [37], and ASAN [46],
have investigated ways to better compile C programs with automatic safety enforcement. These
approaches impose performance overheads deemed too high for deployment use, especially for
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resource-constrained embedded systems. One way to prevent such vulnerabilities is to use high-
performant memory-safe languages, such as Rust [44]. However, as we explain in § 2.3.2, RusT has
various issues in dealing with embedded system codebases. Furthermore, converting C to RusT is a
tedious process. Although automated conversion tools exist, their effectiveness is very low.

CHECKED C [13], a backward compatible safe C dialect provides a feasible and practical alternative.
CHECKED C uses special pointer annotations that capture additional information about the memory
accessible through the pointer. The compiler will use these annotations to insert runtime checks
that can prevent spatial safety vulnerabilities. CHECKED C uses compiler optimization techniques
to reduce both memory and runtime overhead greatly. Recent work [12] shows that in practice,
CHECKED C adds no overhead (neither memory nor runtime). However, a few aspects remain
unclear. How much effort does it take to convert a real embedded codebase to CHECKED C? What are
the challenges?

In this paper, we present our experience in converting EDK2 to CHECKED C. EDK2 is an open-
source and well-maintained implementation of Unified Extensible Firmware Interface (UEFI) stan-
dard. EDK2 interacts with hardware and provides a standard interface for OS during boot and after
boot to access system resources. EDK2 is a representative embedded codebase that closely interacts
with hardware and has no standard OS interfaces. We argue that our report will provide insights into
converting large embedded codebases to CHECKED C.

We observed that although CHECKED C is backward compatible, its annotations are not. Specifi-

cally, CHECKED C annotated code cannot be compiled with existing C compilers. We introduced
backward-compatible annotations so that the converted code can be compiled using existing com-
pilers by disabling the annotations with a preprocessor flag. We also made the necessary changes
to the compiler front end.
(Methodology) We first tried 3c [31], an existing automated annotation tool, on EDK2 and identified
various shortcomings. We created E3c, which is an enhanced variant 3c for EDK2 to improve the
conversion rate (from 56% to 81%). We identified various EDK2 idioms that require semantic
reasoning and are hard to convert to CHECKED C in an automated way. We manually converted such
idioms by using appropriate CHECKED C features. We identified various interesting findings and
lessons. For instance, (i) the interactive mode of 3¢ does not work because it produces incompilable
code, various C idioms (common in embedded codebases) are not supported by CHECKED C, precise
points-to information is still required for manual conversion.

In summary, the following are our contributions:

o We perform the first conversion of EDK2 codebase to CHECKED C and make it open-source.

o We identified various shortcomings of the existing automated annotation tool, 3c, and made
enhancements to create E3c with better conversion effectiveness.

e We identified several code idioms that could not be handled through automation and had to be
manually converted. Our findings indicate automation opportunities and the need for specialized
techniques, indicating research opportunities.

o We identified various features in CHECKED C specification that still need to be implemented in the
compiler. We also identified several code idioms unsupported in CHECKED C, indicating the need
for new features. Our findings also shed light on challenges to consider for currently ongoing
efforts of automatically converting C to safer variants, such as RusT.

All our findings are acknowledged by the CHECKED C team, and our enhancements to 3¢ (automated
annotated tool) are accepted by the corresponding developers. We envision that our report provides
insights into the benefits, challenges, and open problems in converting large C codebases to
CHECKED C and, more generally, in converting C to other safe languages such as RusT.
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2 Background and Motivation

We provide the necessary background to understand the rest of the paper and motivation for our
work.

2.1 CHECKED C

Checked C [9, 13] extends C with support for checked pointers. Specifically, ptr<T> (ptr), array_ptr<T>
(arr), and nt_array_ptr<T> (ntarr), which describe pointers to a single element, an array of elements,
and a null-terminated array of elements of type T, respectively. Both arr and ntarr pointers have
an associated bound that defines the range of memory referenced by the pointer. Here are the three
different ways to specify the bounds for a pointer p; the corresponding memory region is on the

right-hand side:

array_ptr<T>p:
array_ptr<T>p:
array_ptr<T>p:

count(n)
byte_count(b)
bounds (x, y)

[p, p+sizeof (T) X n)
[p. p+b)
[x, y)

Bounds expressions, like the n in count(n) above, may refer to in-scope variables; struct members
can refer to adjacent fields in bounds expressions. For instance, consider the following bounds

annotation:

struct EFI_CAPSULE_BLOCK {
array_ptr<FVBLOCK> BlockPtr :
int NumBlocks;

3

count (NumBlocks);

This indicates the bounds for all objects (obj) whose type is struct EFI_CAPSULE_BLOCK, the bounds of

obj.BlockPtr are:

[obj.BlockPtr, obj.BlockPtr + sizeof(FVBLOCK) * obj.NumBlocks)

The interpretation of an ntarr’s bounds is

similar, but the range can extend further to the
right, until a NULL terminator is reached (i.e.,
the NULL is not within the bounds). CHECKED
C also supports interface types (itypes), flow-
sensitive bounds, and various other constructs
to make it easy to modify C code with Checked
pointers [9].
Low Overhead Spatial Safety: The Checked
C compiler will instrument the program at
checked pointer dereferences (load and store)
to confirm that (a) the pointer is not NULL and
(b) that (if an arr or ntarr) the dereference is
within the range of the declared bounds. For
instance, in the code if (n>0) aln-11 = ... the
write is via address @ = a + sizeof(int) X (n-1).
If the bounds of a are count(u), the inserted
check will confirm that prior to dereference
a< a < a+ sizeof(int) X u. Failed checks
throw an exception. The vulnerability in List-
ing 1 shows a complex case of buffer-overflow
vulnerability despite many checks that try to
prevent it.

// void CopyMem(array_ptr<char> dst : byte_count(l),

// ..., uint 1);

FMBase = *MemoryBase; FMSize = *MemorySize;
NumBlocks = 0;
while(...blocks end..) {

// Integer overflow of DSize
DSize += CBlock->Length;
NumBlocks++;
}
CSize = NumBlocks#*sizeof (CAP_BLOCK);
// Integer overflow of: CSize + DSize
// Check can be bypassed because of integer overflow.
if (FMSize <= (CSize + DSize)) return BUFF_SMALL;
// Copy all blocks into DestPtr
DestPtr = FMBase;
// array_ptr<char> DestPtr :
//  bounds(FMBase, FMBase + FMSIZE) = FMBase;

while (..blocks end..) {
// Buffer overflow of memory in DestPtr
FCopyMem (DestPtr, CBlock->Union.DataBlock,
CBlock->Length);
// Pointer can go out of bounds.
DestPtr += CBlock->Length; 3}

Listing 1. Integer Overflow Leading to Buffer Over-
flow in EDK2 (VU-552286) and the CHECKED C An-
notations (Highlighted) That Would Have Prevented
It.
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The highlighted CaHECKED C annotations (in
Listing 1) would have prevented that vulnerability (even in the absence of explicit checks). Specifi-
cally, the annotations cause the compiler to check at runtime that DestPtr passed to CopyMem is within
its bounds and has at least CBlock->Length bytes, thus preventing the buffer overflow vulnerability.
Checked C achieves low overhead by optimizing most of the bounds checks through smart static
analyses. In fact, a Checked C port of FreeBSD’s UDP and IP stack was found to impose no overhead at
all [12].
Restrictions: CHECKED C achieves its soundness guarantees by restricting the usage of Checked
pointers and variables used in bounds expressions. For instance, only non-modifying expressions
can be used in bounds declaration. Consequently, bounds declaration such as: byte_count(func(ptr))
is invalid because the function call (func(ptr)) is not non-modifying expression.

Similarly, direct assignment between checked and non-checked (or regular) pointers is not
allowed, and the Checked C compiler will reject the corresponding program.

2.1.1  Automated Conversion using 3c: The CHECKED C annotations need to be explicitly added
to the codebase, which might require considerable manual effort. Recently, Machiry et al., cre-
ated 3c [31], an open-source tool to interactively add CHECKED C annotations to a given codebase.
3c uses a set of inference techniques (i.e., type-inference and bounds-inference) to infer CHECKED
C types for pointers in the code and adds annotations through source code rewriting. Furthermore,
3c claims to support interactive conversion where manual refactoring could aid in conversion.

2.2 Unified Extensible Firmware Interface (UEFI)

UEFI is a specification that defines interfaces for different firmware drivers and components,
which is used for generalizing the interaction between different drivers or with higher-level
software(e.g., Operating System (OS) or hypervisors)[20]. UEFI standardizes the boot process and
enables bootloader-independent OS design. Specifically, UEFI enables a standard interface for OS
to access system resources in the pre-boot environment. This enables OS designers to be agnostic
to the internal workings of the bootloader, provided it exposes the UEFI interface.

UEFI is being increasingly adopted in both traditional and embedded devices. Almost all the
latest desktop-class and server-class devices from popular vendors, such as Dell, Hewlett Packard,
Microsoft, and Apple, use a UEFI-compatible bootloader. UEFI standard [19] is maintained by a
board of directors from various hardware and software companies, such as Intel, ARM, Insyde,
Lenovo, AMD, AMI, Apple, Dell, Hewlett Packard Enterprise, HP Inc, Microsoft, and Phoenix.

2.3 EDK2

Extensible Framework Interface Development Kit - version 2 (EDK2) is the most popular open-
source implementation of the UEFI that was first developed by Intel and then, later, was re-
organized under the TianoCore community, which is responsible for many UEFI related projects
(e.g. edk2-platforms[57], edk2-pytool-library[58]). EDK2 is maintained by roughly 19 com-
panies (Microsoft, Intel, 9 Elements, StarLabs, AMD, Red Hat, ARM, AMI, NVIDIA, Loongson,
Ventana Micro, Xen Project, Oracle, Suse, Google, freebsd, bsdio, Byosoft, Apple), along with many
independent developers, which emphasizes its footprint throughout the UEFI community[56].

Software Architecture: EDK2 codebase is modularly organized and is composed of a set of
modules or packages, e.g., MdePkg, NetworkPkg. Each package takes care of certain functionality.
For example, all of the security-related features are found in SecurityPkg, while network boot and
other network features can be found in NetworkPkg. EDK2 can be built using several configurations,
each composed of a set of modules. For instance, building EDK2 for emulator includes EmulatorPkg
module. Building for a real target (e.g., x64) does not include this module. There are some modules,
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such as MdePkg and MdeModulePkg, that implement certain base functionalities (e.g., core memory
management) and are available in all configurations.

There are many popular chip manufacturers that support mainline EDK2[56] (e.g., AMD, Am-
pere, ARM, BeagleBoard, etc.[57]) or have custom forks of mainline (e.g., ARM[4], NVIDIA[40],
Microsoft[35]). EDK2 is the first piece of software that runs when the system boots and plays an
important role in establishing the root of trust. Vulnerabilities in EDK2 could compromise the
whole system’s security. Furthermore, the large deployment of EDK2 makes such vulnerabilities
highly impactful.

2.3.1 Importance of Memory Safety in EDK2. The current EDK2 codebase [56] is written in C and
contains over ~1.2M lines of C code. However, a previous study [62] shows that code written in C
is prone to vulnerabilities, especially memory corruption vulnerabilities. Recent works [21, 33, 52]
have shown the prevalence of severe security vulnerabilities in EDK2 components. For instance,
recently, Binarly found 24 severe security vulnerabilities in image parsing components of EDK2,
dubbed LogoFail [52].

Prevalence of Memory Safety Issues: We performed a simple vulnerability study of all previously
reported public vulnerabilities. Specifically, we searched the CVE database for all bugs related to
EDK2 (through a keyword-based search). We found a total of 155 vulnerabilities and manually
analyzed them to find their root causes. We found that the majority (58%) of these previously known
vulnerabilities in EDK2 are spatial memory safety vulnerabilities, i.e., buffer-overflow, out-of-bounds
access, NULL-ptr dereference. Listing 1 shows one such example.

Lack of Detection and Mitigation Techniques: Despite various efforts [17, 64], the official
EDK2 does not have a robust implementation of security hardening techniques, such as Address
Space Layout Randomization (ASLR) [47], stack canaries [25, 65], deployable on real devices. On
the other hand, there are no specialized vulnerability detection techniques targeting EDK2. Most of
the existing works [66, 67] are mainly for System Management Interrupt (SMI) handlers, which
are a special set of handlers installed by EDK2 and can be invoked by OS through SMI interrupts.
Recently, Shafiuzzaman et al,, [48] designed a specialized static analysis technique for EDK2, but
this work requires designing vulnerability patterns — a known tedious task.

2.3.2  Ensuring Memory Safety. There are several ways to prevent memory safety vulnerabilities.
Memory safety retrofitting techniques, such as CETS [38], prevent vulnerabilities through compiler
instrumentation. Specifically, for all memory objects, these techniques track additional metadata
that can be used to check and prevent invalid memory accesses. However, these techniques have a
very high overhead, which is inapplicable for EDK2 with the tight memory layout. Furthermore,
these techniques require certain OS abstractions, such as virtual memory, which do not exist in the
boot environment.

High-performant memory-safe languages, such as RUsT, can be used to ensure memory safety.
However, this requires significant manual rewriting effort, and automated C to RusT is a hard
problem [16, 29, 70]. Furthermore, RusT, with its complex lifetime semantics [41], has a steep
learning curve[59] and raises maintainability issues. Finally, recent work [49] shows that the
current state of RusT has various shortcomings to be used in embedded (i.e., non-OS dependent)
environment. Note that although there exists a Rust-based EDK2 [1, 53, 55], it is just a wrapper on
top of the original EDK2.

CHECKED C (§ 2.1), with its C semantics, backward compatibility, and low overhead, provides the
best alternative to add memory safety. As shown by our vulnerability study (§ 2.3.1), most of the
vulnerabilities are spatial safety issues, and CHECKED C enables spatial memory safety with almost
no overhead. Second, backward compatibility also enables modular conversion. Specifically, only
certain modules (e.g., high-risk) can be annotated with CHECKED C annotations, which will prevent
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spatial memory safety issues in those modules. Finally, the automated annotation tool 3c could
help in automated rewriting, thus reducing manual effort.

Existing works on converting to CHECKED C are evaluated on regular (non-embedded) codebases.
However, the complex software architecture and event-driven nature of EDK2 codebase pose
unique challenges. What are the challenges in converting such a large embedded (i.e., OS-independent)
codebase to CHECKED C? We argue that the insights from our experience report will serve as
guidance for future conversion efforts of embedded codebases and ongoing efforts to convert C to
RusT.

3 Enhancing Backward Compatibility of CHECKED C Annotations

Although CHECKED C is backward compatible, its type annotations are not syntactically backward
compatible. Specifically, CHECKED C annotated C code cannot be compiled with existing C compilers,
such as GCC. This limitation heavily restricts portability and poses a significant challenge for
adoption, especially in modular conversion scenarios. Developers may want to use other C compilers
on CHECKED C annotated code for various reasons. For instance, as we discuss in § 5.1, CHECKED C
compiler might have bugs, or the compiler may not support certain non-standard C features (e.g.,
variable-length arrays as struct fields), which are common in embedded codebases [50].

We want to have CHECKED C annotations that are syntactically backward compatible, i.e., the
annotated code should be compilable with existing compilers (albeit with no spatial safety guarantees).
But should have the expected spatial safety guarantees when compiled with CHECKED C compiler. We
take inspiration from EDK2 parameter annotations, i.e., IN, and ouT, which are used to mark input and
output parameters [54]. During compilation, these annotations will be erased through pre-processor
directives, e.g., #define IN. A similar technique is used for __user and __kernel annotations [27] in
Linux Kernel code.

We came up with similar erasable annotations for CHECKED C as illustrated in Listing 3, where the
original annotations are shown in Listing 2. The new annotations will be erased when non-CHECKED
C compilers is used, i.e., the symbol CHECKED_C is not defined.

#ifdef CHECKED_C
#define _Assume_bounds_cast_M(T, el, ... ) \
_Assume_bounds_cast<T>(el, __VA_ARGS__)
#else
#define _Single

int main(void) { #define _Array
int datal5] = {1, 2, 3, 4, 5}; #define _Assume_bounds_cast_M(T, el, ... ) (el)
void *raw_ptr = data; #define _Count(e)
#endif
_Ptr<char> star = '%';
int main(void) {
_Array_ptr<int> arr : count(5) = int datal5] = {1, 2, 3, 4, 5};
_Assume_bounds_cast<_Array_ptr<int>>(raw_ptr, void *raw_ptr = data;
count(5));
charx star = 'x';
process_array(arr, 5, star)
return 0; intx arr =
3 raw_ptr
Listing 2. Standard CHECKED C Annotations. process_array(arr, 5, star);
return 0;
}
Listing 3. Macro-Based CHECKED C Syntax.

3.1 Compiler Frontend Modifications

We extended the grammar (in frontend) of CHECKED C compiler (which is implemented in LLVM
[28]) to recognize the new macro-based annotations. We made a total of 385 SLoC (Source Lines of
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Code) modifications. We also recreated existing compiler test cases with new syntax to ensure a
robust implementation. Our changes are also integrated by the CHECKED C development team into
their main repository.

3.2 Integration with 3c

To align with the enhancements in CHECKED C, we also updated 3c’s rewriter (210 SLoC modifica-
tions) to support the new macro-based syntax. This enhancement allows users to choose between
the old and new syntax formats when converting their codebases. By supporting the macro-based
syntax, 3c facilitates seamless integration of CHECKED C features into existing projects while
maintaining compatibility with standard C compilers.

4 Methodology

Our goal is to have EDK2 source code properly annotated with CHECKED C types, adhering to its
typing rules and avoiding (or rather minimizing) wild (i.e., non-CHECKED C or regular) pointers
and unsafe casts. The Figure 1 shows the overview of our methodology.

Configurations . @ Manual
@@ e/ &_l Implementation Code

of new s
0‘ T_‘@ Tochniques & Modifications

Contributions

Manual
Annotations and
with Refactoring
3C (Sec 4.1) (Sec 4.3) EDK-2 Source Code
With Checked C

‘ ‘ * ‘ * ‘ annotations

F1-F2 L1-L2 F3-F6 L3 F7-F9 L4

Conversion with
Enhanced

Initial
Conversion

=
EDK-2
Source
Code

Insights

Fig. 1. Overview of Our Methodology.

First, we tried to automatically annotate EDK2 by using the existing 3c tool and identified various
shortcomings and robustness issues in handling EDK2 codebase or, in general, embedded codebases.
Second, we fixed various robustness issues and, added enhancements, and created £3c, which
improved the conversion rate.

We found various EDK2 coding idioms that are hard to convert automatically. Finally, we tried to
manually annotate the rest of the code by refactoring and using appropriate CHECKED C annotations.
To balance time and effort, we picked 120 (out of the 293) commonly used modules from EDK2,
with a total of 48,003 SLoC. These modules cover different categories of coding idioms and are
representative of EDK2 codebase. In each of the above phases, we summarize our findings and
learnings, which will serve as guidelines for future conversion efforts and action items for CHECKED
C maintainers.

4.1 Initial Conversion using 3c

As mentioned before, recently, Machiry et al., developed 3c, an automated C to CHECKED C con-
version tool. In this initial phase, we describe our methodology and experience of using 3c on
EDK2.

4.1.1 Configuration. The official documentation [7] of 3c mentions that we just need to provide
compile_command. json of the entire codebase.

However, we couldn’t run 3c on the entire EDK2 at once. This is because EDK2’s codebase is
organized into various modules, and functions with the same name might exist in different modules.
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Fig. 2. Cumulative Distribution Function of Conversion Rate across all Modules after Initial Conversion.

For instance, the function ProcessLibraryConstructorList is present in both AcpiPlatformbxe and PeiMain
with different signatures. Trying to compile multiple modules results in multiple definitions of a
function. 3c can only handle cases where the function with multiple declarations has compatible
types for parameters, which is not the case here. To circumvent this, we modified the build script
of EDK2 so it generates the compilation database for each module separately. After this, we could
run 3c on each module separately.

4.1.2  Robustness Issues. While working on improving 3c, we also identified a few issues that either
caused 3c to crash or resulted in wrong inference and output.

The listing on the right shows an example code snippet causing 3c to ~ int mainO {

char *ptr = 0;

crash. We also identified that 3c fails to properly re-write typedef to function int size = ptr;
pointer having variadic arguments. 3c also had a bounds inference issue ptrit;

when there are multiple conflicting bounds coming from the neighbors of

a pointer that needed bounds.

BOOLEAN
EFIAPI
IsValidMicrocode (

IN

IN
IN
IN

IN
IN

*Microcode

UINTN MicrocodelLength,
UINT32 MinimumRevision,
* MicrocodeCpulds

UINTN MicrocodeCpuIdCount,
BOOLEAN VerifyChecksum)

UINT32 TotalSize;

TotalSize = GetMicrocodelLength(Microcode);

3

Listing 4. Example Where 3c Inferred Correct Bounds and

Type.

We added a new class that resolves this
conflict and infers the correct bounds. We
made minor code-level fixes (~160 SLoC)
to handle all these robustness issues.
Experience with Interactivity: The au-
thors of 3c promise an interactive ap-
proach in using their tool. They claim that
we can run 3c once, get the output, fix a
few pointers causing the major issue, and
then rerun 3c to generate code with even
more annotations. However, this does not
work in practice as 3c could generate par-
tially annotated EDK2 code that fails to
compile. Consequently, it becomes hard
to perform any manual annotations that
require compiler interaction. Despite the

tool’s claims, we were not able to use the interactivity feature of 3c.
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Table 1. Overall Pointer Stats after Each Conversion Stage.

. Arrays NT Arrays
"Il;ofalt f;hefc‘ll()e('l I:()m)t ers z;trsf Checked) Total ‘With bounds | Total With bounds
otnters | (% ot Fointers ¢ 0 ecke (% of Checked) | (% of Total) (% of Checked) | (% of Total)

3c

62,860 (56%) | 26,985 (43%) | 35874(57%) | 35668 (99%) | 1(0.002%) [  0(0%)
112,410 e3c

’ 90,798 (81%) | 54851(60%) | 35944 (40%) | 35712(99%) | 3(0.003%) | 0 (0%)

Manual
99,582 (89%) 62,225(62%) 37,334 (37%) | 36,968 (99%) | 23(0.023%)) 9 (39%)

4.1.3  Conversion Results. The top row of Table 1 shows the conversion results. The overall conver-
sion rate is 56% (10% lower than reported numbers in the original 3¢ paper). The Figure 2a shows
the CDF of the conversion rate across all modules. The relatively flat blue line indicates that the
conversion rate is almost the same across all modules. The percentage of arr and ntarr pointers
are 57% (47% higher than the reported numbers) and 0.02% (9% lower than the reported numbers),
respectively. The bounds detection is at 99%, much better than the reported numbers. Listing 4
shows an instance where 3c was able to accurately infer arr pointer and its bounds. The Figure 2b
shows the CDF of arr and ntarr detection across all modules. The relatively diagonal arr line
indicates a lot of diversity in the number of array pointers across all modules. The almost vertical
ntarr line indicates that only a few modules contain ntarrs. Similarly, the almost flat bounds lines
indicate that the performance of bounds inference is almost the same across all modules, and it is
high. In summary, the performance of 3c on EDK2 differs significantly from that of the reported
numbers (on traditional codebases). For instance, the total conversion rate dropped by 10%, but the
bounds inference rate increased by 30%.
Conversion Failures: In total, 3c failed to convert 48.14% of pointers. Table 2 shows the top
5 reasons and their contribution to the failure percentage. Note that these percentages are not
exclusive. There can be a single pointer that failed conversion because of multiple reasons.

The interface-driven nature of EDK2 results in the prevalent use of void+ pointers. Although
CHECKED C supports generic pointers, 3¢ does not properly annotate void« with generic types,
resulting in the highest impact on failed conversions.

Finding 1 (F1): It is hard to use the claimed interactive mode of 3¢ because of its generation of
incompilable code.

Finding 2 (F2): Effectiveness of 3¢ on EDK2 differs from the reported numbers. 3c suffers in
overall conversion, but performs much better on bounds inference.

Learning 1 (L1): Special attention should be paid while using 3¢ on multi-module projects. One
possible way is to use 3c on a per-module basis and manually merge the results.
Learning 2 (L2): Robustness fixes might be required when trying to apply 3c on large projects.

4.2 £E3c: Enhanced 3c for EDK2

Some of the root causes are fundamental limitations of source code refactoring techniques, e.g.,
rewriting pointers in macro, which is not feasible as frontend techniques work on post-preprocessed
files. However, we found that other causes can be fixed by improving 3c. We focused on the top
three root causes and designed techniques to handle them. We call this improved variant Enhanced
3c (E3c).
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Table 2. Wildness Reason, Corresponding Contribution, and Example Code.

Reason for WILDness ‘ Percentage ‘ Count ‘ Example Code
EFI_STATUS
FvBufPackageFreeformRawFile (
Default void* type 41.36% 90,754 IN VOID* RawData,
OUT VOID** FfsFile
> L ...}
UINT32
EFIAPI

ParseAcpiBitFields (
IN CONST CHAR8 *AsciiName OPTIONAL,
IN UINTS8 *Ptr,
IN UINT32 Length
)
// No definition.
struct A {
SHORT a;

Unchecked pointer in parameter of un- 36.91% 80,987
defined function

3

struct B {
CHAR b;
Invalid Cast 15.61% 34,250 3

INT main() {
struct A =xa;
struct B *b = (struct B #*)a;
return 0;

#define MACRO(ptr) \
Pointer in Macro 2.63% 5,783 CHAR* p = ptr; \
FUNC(p);
EFI_STATUS
GetBistInfoFromPpi (
OUT VOID **BistInformationData
> { ...}

Assigning from 1 depth pointer to 2 1.02% 2,259

depth pointer ) .
Status = GetBistInfoFromPpi (

(VOID *)&SecPlatformInformation2
)5

All the improvements made to 3c excluding Handling directional qualifiers from § 4.2.4 can be
generalized to other code bases as well.

4.2.1 Void * PARAMETERS AND RETURNS. 3c by default considers all void= pointers as WILD, i.e., will
add p C WILD constraint to the corresponding constraint variable (i.e., p). However, automatically
identifying accurate and safe CHECKED C annotations for general void+ pointers is infeasible. But,
we can use generic types for function parameters and returns if they are used safely. To handle this,
we first removed the default WILD constraint on void+ parameters and returns. Next, we split the
external and internal constraints used by 3c for function parameters and returns. This way, even
if the internal constraint is solved to WILD, we can insert an itype to a generic type. Since 3C’s
rewriter already supported generic type rewriting as 3¢ can run on partially converted files, we left
the rewriter as it is. The top row of Table 3 shows an example of the improvement. The last column
shows the improved annotation (E3c) while the middle row shows the failed annotation by 3c.

4.2.2  INVALID CasTs. 3¢ only handles casts between built-in types, considers all other casts unsafe,
and makes the corresponding pointers WILD. However, this is overly conservative as the casts
between composite (i.e., struct) types, i.e., from larger to smaller types, could also be valid. We
added support for struct types. Given D, (destination struct type) and S; (source struct type), we
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aim to check if less memory can be accessed using D; compared to S;. Specifically, we consider cast
from S; to D; is safe for the following cases:

e If D; has no pointer members, then sizeof(D;) should be less than sizeof(S;).

e If both D, and S; have pointer members, then we check that the number of pointer members
in D is less than or equal to those in S;. We also check if the offset of all pointer members in
D; matches with that of S;.

For the rest of the cases, we consider the cast to be unsafe, e.g., if D; has pointer members but S;
doesn’t. We handle nested structs by extending the above comparison to the inner struct types as
well. The second row of Table 3 shows an example of this enhancement.

4.2.3 Adding Annotations to EDK2 Headers. As mentioned in § 2.1, we can use itype for external
functions to enable passing Checked pointers as arguments without violating typing rules. CHECKED
C team provided itype-annotated headers for commonly used external functions, e.g., those in
standard C library (1ibc). However, EDK2 uses custom standard library functions without itypes.
Consequently, 3c treats any pointer passed as an argument to such functions to be WILD, resulting
in a high failure conversion rate as shown in the second row of Table 2. To handle this, we created
an alternate itype annotated variants of all the custom library functions. Given a large number of
functions, we leveraged Large Language Models (LLMs). Specifically, Claude [3] (We also tried
other models, but Claude seemed to give the best results) in one-shot mode. We gave examples of
existing itype annotated libc functions along with the CHECKED C specifications document and
asked the LLM to annotate EDK2 library functions. We manually verified that the annotations were
valid. The third row of Table 3 shows an example of such an annotated function. This saved us a
considerable amount of manual annotation effort.

4.2.4 Other Enhancements. We also made the following enhancements to 3c to improve its bounds
inferences and source rewriting.

e Handling Single Element Arrays (e.g., f1d[11): 3¢’s bounds inference works by finding seed
bounds (e.g., declared in source code or inferred through malloc) and propagating them across
pointers. However, the inference algorithm aggressively propagates bounds, resulting in incorrect
bounds in the presence of elastic structs, i.e., structures with the last member being an array of
size 1 (one). Consider the code in the fourth row of Table 3 where func has two call sites one
with ptr (without bounds) and the other with test.buf (last member of an elastic structure). In
this case, 3c will use 1 as the seed bounds and propagate it to both the call-sites, resulting in
incorrect bounds for ptr (as shown in the third column). We fixed the inference logic so that the
propagation would not occur from elastic members (i.e., arrays of size 1) to other pointers. The
last column of the fourth row shows the result after our fix.

e Handling Directional Qualifiers: EDK2 uses directional qualifiers for its function parame-
ters, i.e., IN (for input parameters) and ouT (for output parameters), which gets removed by the
pre-processor. 3¢ works on post-preprocessed code and does not see these qualifiers. Conse-
quently, 3c fails to restore these qualifiers while adding CHECKED C annotations to function
parameters. We fix this by recording these qualifiers through the source range of parameters and
then using it while annotating them.

e Minor Robustness Fixes: We also made several robustness fixes to add support for C features.
For instance, 3¢ had issues handling alias attributes (i.e.,__attribute__ ((__alias__ (...)))), where
it considered multiple aliases as a single function.

——

Proc. ACM Softw. Eng., Vol. 2, No. ISSTA, Article ISSTA054. Publication date: July 2025.



ISSTA054:12 Sourag Cherupattamoolayil, Arunkumar Bhattar, Connor Everett Glosner, and Aravind Machiry
Table 3. Summary of the Improvements (with Examples) Made in E3c.
Improvement ‘ Original code ‘ 3c e3c
void * Parameters
and Returns (48 EFI_STATUS EFI_STATUS _For_any(T) EFI_STATUS
SLoC) InitializeCpu( InitializeCpu( InitializeCpu(
IN VOID* ImageHandle, IN VOID* ImageHandle, IN T* _Single
IN * IN * ImageHandle,
SystemTable) SystemTable) IN *
...} ...}
SystemTable)
{ ...
Invalid Casts (68
SLoC) struct A { struct A { struct A {
INT *b; INT =* b; INT * b;
CHAR c; CHAR c; CHAR c;
CHAR d; CHAR d; CHAR d;
}; }; };
struct B { struct B { struct B {
INT *b; INT = b; INT * b;
SHORT c¢; SHORT c¢; SHORT c¢;
}; }; };
INT main() { INT main() { INT main() {
struct A xa; struct A *a; struct A *_Single a =
struct B *b = (struct struct B *b = (struct ((VOID *)0);
B *)a; B *)a; struct B *_Single b =
return 0; return 0; (struct B
3} 3} *_Single)a;
return 0;
3
Adding Annotations
to EDK2 Headers voIp voIp voIp
AsmCpucfg ( AsmCpucfg ( AsmCpucfg (
IN UINT32 Index, IN UINT32 Index, IN UINT32 Index,
OUT UINT32 =xData OUT UINT32 =xData OUT UINT32 +*Data
) ) _Itype(UINT32 =*
_Single)
)
Handling single
element arrays (12 typedef struct { typedef struct { typedef struct {
SLoC) char buf[1]; char buf [11; char buf [
Jtest; Jtest; Jtest;
void func(char xptr) { void func(char *_Array ptr void func(char *_Array
int 1; ptr[1]; 3} _Count (1)) { ptr) {
int main() { int 1; ptr[1]1; } int 1; ptr[1]1; }
char xptr; int main() { int main() {
char arr[1]; char *_Array ptr char x_Array ptr = 0;
int n; _Count (1) = 0; char arr [1];
test test; char arr [11; test test = {};
func(ptr); test test = {}; func(ptr);
func(test.buf); func(ptr); func(test.buf);
// use ptr func(test.buf); // use ptr
} // use ptr 3
3
Correcting X . . X . . X . .
Assume_Bounds BasePrintLibSPrint ( BasePrintLibSPrint ( BasePrintLibSPrint (
_Cast (80 SLoC) ValueBuffer, ( (
) CHAR8 % , CHAR8 % ,
ValueBuffer, ValueBuffer,
bounds (unknown)), count (MAXIMUM_VALUE_
s CHARACTERS)),
)
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e Correcting Assume_Bounds_Cast: CHECKED C allows calls to Checked functions from within an
Unchecked function. This allows a partially converted code base to have security assurances
whenever execution is in Checked scope. However, the calls should use _Assume_bounds_cast to cast
unchecked types into appropriate Checked types. The cast expression should also contain the
bounds of the target type. However, 3c fails to add proper bounds and just adds bounds (unknown).
This results in compilation failure as we are trying to pass an argument of unknown bounds.
We fixed this by adding appropriate bounds to the _Assume_bounds_cast expression. Specifically,
we check if the callee argument has some known bounds. If yes, and if it is a constant bounds,
we directly use it. If the bounds expression includes one of the parameters, we get the index of
that parameter from the function definition and then get the corresponding argument at the call
site. We will create the bounds expression using appropriate argument values. The fifth row of
Table 3 shows this issue and correct bounds after our enhancement.

We are in the process of merging all our improvements to the mainline version of 3c.
// With 3c

VOID
UiCustomizeFrontPage (

IN HiiHandle,
1 T T T T T IN VOID *StartOpCodeHandle
e Invalid Casts )
0.8 1 void * Params & Returns {
Annotations for EDK2 Headers UiCreateEmptyLine (HiiHandle, StartOpCodeHandle);
_ All

}

// With e3c
(7,0
VOID
UiCustomizeFrontPage (
IN T * HiiHandle,
IN U * StartOpCodeHandle
)

0 I I I I {
0 50 100 150 200 250 :

UiCreateEmptyLine (T,U) (HiiHandle,
StartOpCodeHandle);

Fig. 3. CDF of improvements across all modules per
enhancement

Listing 5. Example code where 3c failed but £3c suc-
ceeded

4.2.5 Conversion Results. The number under the E3c column in Table 1 shows the results of
executing E3c on EDK2. The overall conversion rate increased to 81% (from 56%) with an improvement
of 25%. Specifically, we were able to infer more single pointers (i.e., ptrs). Listing 5 shows an instance
of failed conversion by 3c, but E3c was able to infer the types of both parameters accurately. The
Figure 3 shows the CDF of the improvements achieved by each of our enhancements and combined
(i.e., All) improvements across all modules. We can see that 50% of the modules have 40% or more
improved conversion.

4.2.6 Residual Wild Pointers. Although E3c improved the conversion rate, it is not 100%. There
are still wild pointers. The Table 4 shows the top three reasons, and the percentage reduction
shows the decrease in its impact because of our enhancements. Even with our void+ enhancement,
the void+ pointers still remain the top reason for failed conversion. The main reason for this is
voidx pointers inside structures (illustrated in the top row of Table 5). CHECKED C supports generic
struct types; however, rewriting requires reasoning about the corresponding member’s usages in
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Table 4. Wildness Reason and Corresponding Reduction in Contribution after Our Enhancements (£3c).

Reason for WILDness ‘ Percentage Reduction ‘ Count
Default void* type O 2.53% 88,449
Unchecked pointer in param- © 35.08% 52,576
eter of undefined function

Invalid Cast © 15.52% 28,932

a context-sensitive manner — an intractable task. This gets even more complicated when struct
contains multiple voidx fields. The second major reason is pointers in macro. As discussed before,
CLANG-rewrite (on which E3c and 3c is built on) currently doesn’t support the rewriting of macros.

Hence, any pointer in macro is considered wild. One possible way to tackle this is to infer the
macro pointers just like any other pointers and then, during the rewrite stage, dump these into a
file as hints, and developers can manually annotate them.

Finding 3 (F3): There exists codebase-specific improvement opportunities for 3c.

Finding 4 (F4): LLMs show promise in making simple CHECKED C annotations to external
functions.

Finding 5 (F5): Simple enhancements to 3¢ can result in significant improvements (+25%) in
conversion rate.

Finding 6 (F6): It is beneficial to systematically investigate 3c failures and devise piecewise
solutions.

Learning 3 (L3): Despite the automation efforts, certain C code idioms (e.g., macros) are
inherently hard to automatically rewrite.

4.3 Manual Annotations

For the rest of the pointers, we resorted to manual annotations. The manual annotations can be
categorized into mainly 3 categories. Table 5 summarizes these categories along with examples. We
believe further enhancements can be made to £3c to help automate § 4.3.1 and § 4.3.2.

4.3.1 Generic structs. Currently, 3¢ doesn’t have support to handle void * inside structures. When
it encounters one, it directly marks them as wild. But since CHECKED C supports generic structures,
we had to manually convert all possible structures with void  to generic.

4.3.2 Localvoid * Variables. Handling void = in a function body is a bit more complicated since
there are no generic types for local variables in CHECKED C, and we had to check the variable’s
usage to figure out which type we should convert it into. After this, we had to update the type
argument passed to the function that used the local void  variables as arguments.

4.3.3  Unary Operations on Bounded Pointers. Unary operations of pointers that use itself in its
bounds declaration are not allowed in CHECKED C. This is because it is not possible for the compiler
to reason whether the bounds will still hold after the unary operation. It is a pretty common
practice in the EDK2 code to do unary operations on pointers whenever there is some kind of
string manipulation required. As illustrated in the last row of Table 5, we fix these issues by first
assigning the pointer to a temporary variable and using that temporary variable in the bounds
expression of the original pointer.
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Table 5. Manual Conversion Categories and Examples.

Category ‘ Original code ‘ Manual Conversion
Generic structs
struct st { struct st (M {
void xptr; Tx ptr (len);
int len; int len;
}; 3
int main() { int main() {
char *p = "hello"; char =x p = "hello";
struct st s = {.ptr = p, .len = 5}; struct st<char> s = {.ptr = p, .len
return 0; = 5%};
3 return 0;
3}
Local void* variables
void func(void xptr, int len) { void func(char =* ptr
char buf[10]; (len), int len) {
strcpy (buf, ptr); char buf[10];
} strcpy (buf, ptr);
int main() { }
void *buf = malloc(20); int main() {
func (buf, 20); char x buf (20) =
} malloc<char>(20);
func (buf, 20);
}
Unary operations on . ]
bounded pointers void func() { void func() {
char x ptr o) = char x tmp (1e) =
malloc<char>(10); malloc<char>(10);
ptr++; char =* ptr (tmp, tmp +
3 10) = tmp;
ptr++;
}

4.3.4  Auxiliary Fixes. As mentioned in § 4.1.2, 3¢ (and £3c) misses certain annotations resulting in
CHECKED C type errors. One of the main reasons is missing bounds. For instance, there might be a
arr pointer without bounds, and CHECKED C compiler does not allow dereferencing such pointers.
We had to manually fix all these errors by finding the appropriate bounds and adding corresponding
annotations. There were also some other errors, which are actually compiler warnings, but since
EDK2 has -Werror enabled by default, these warnings become errors.

4.3.5 Annotation Effort. On average, it took around 20 minutes per module to fix all the compilation
errors from the files that E3c generated. This was the first step in doing the manual conversion.
After this, we spend around one hour per module to convert as many wild pointers as possible. The
residual wild pointers are because of the cases that are impossible to convert to CHECKED C because
of compiler errors or unsupported features, as will be discussed in § 4.3.7.

4.3.6  Final Conversion Results. The last column of Table 1 shows the results after manual conver-
sion. In total, we annotated an additional 8,784 pointers across all modules, resulting in a total of
~13,000 SLoC modification. However, there are still pointers that we could not convert.

4.3.7 Remaining wild Pointers. There were cases that were hard to convert for the following three
reasons:

Function Parameters with No Bounds: There are functions that has arr parameters but do not
have bounds, e.g., func(int *p _Array). These functions have their address taken, i.e., can be invoked
indirectly through function pointers, e.g., = &func;. We cannot just change the function signature
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to explicitly pass bounds, i.e., func(int *p _Array _Count(n), unsigned n). This requires changing all
call sites, including indirect calls (i.e., through function pointers), which is impossible without precise
points-to-information — an intractable problem [42] Avoiding this requires major refactoring of
EDK2 codebase.

Unimplemented CHECKED C Features: Although in typical programs, performing arithmetic on
void * is not common, it becomes logical to allow arithmetic on them once they are converted to
generic types, without needing to cast them to another type. Even though this is mentioned as a
feature in the CHECKED C spec, it is not yet implemented in the compiler. Once implemented, this
will be a useful feature.

Unsupported C Idioms: CHECKED C has several unsupported C idioms. One such important idiom
is the use of void * parameters in typedef of function pointers, e.g.,typedef void (*func)(void *p);.
Since CHECKED C doesn’t support having generic types of typedefs, all these function declarations
couldn’t be made generic. Subsequently, all functions that we assign to this typedef also needed to
remain unchecked. We propose the addition of this feature, which will be useful in codebases like
EDK2, where this pattern is quite common.

Finding 7 (F7): Despite automation tools, we still need significant manual effort to annotate a
real-world codebase with CHECKED C annotations.

Finding 8 (F8): Several CHECKED C features are not implemented in the current version of the
compiler.

Finding 9 (F9): A few C idioms are not supported by CHECKED C. Developers should pay
attention to the prevalence of these unsupported idioms before endeavoring into conversion
efforts.

Learning 4 (L4): Precise points-to information is a linchpin problem even for manual conversion
of EDK2 codebase to safe C dialects.

5 Discussion
5.1 Compiler Bugs

During our effort to convert EDK2 into CHECKED C, we also discovered several issues with the
compiler. We had to use the old syntax in some parts of the manual conversion because the compiler
could not handle some cases with the new syntax. For e.g., new syntax for generic structs is not
yet implemented in the compiler. We also discovered that the compiler is not able to tell m«n is the
same as nxm when this expression is used in bounds expression thereby leading to errors. These
issues show that the type checker of the compiler needs some fixing.

5.2 Performance

Even with 120 modules converted to CHECKED C, the boot-up time is virtually the same as that of
the original code. The size of the final firmware image and the individual .efi files remained the
same after adding the annotations. This is because the efi files are padded to a multiple of 512 bytes
and the checks added by CHECKED C are always less than that size. This shows how good CHECKED
C is at minimal time and space overhead.

5.3 Security Impact

There were 9 bugs out of the 155 we collected which were from the open source part of EDK2.
Of these, all spatial safety vulnerabilities were prevented by the annotations added by 3c, E3c, or
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by manual conversion. We believe that even other bugs that we couldn’t verify due to it being
proprietary could have been prevented.

5.4 Implications on C to Rust Conversion

Recently, there has been an increased interest in automated C to RusT conversion techniques [11].
Although RuUsT is not exactly the same as CHECKED C, we believe that the observations and findings
in this work will serve as insights into current RusT conversion efforts. First, the examples in Table 2
and Table 3 illustrate the hard-to-handle C idioms that should be considered while converting to
RusT. Second, the complex C constructs (§ 4.3) that require manual refactoring provide challenging
cases for RusT’s conversion. Finally, we envision that our findings will serve as motivation and
examples to create C to RUST evaluation datasets, as there exists no such dataset.

5.4.1 CHECKED C as an Intermediate Step. Converting C to RusT is a known hard problem. There
are several interrelated technical challenges in converting C to Equivalent and Idiomatic Rust
code, such as identifying array pointers, lifetimes [41], ownership, and typing issues such as
generics. Existing techniques [16, 24, 70] try to tackle individual challenges in the presence of
all challenges. However, interdependency between these challenges (Figure 4) results in known
hard problems, such as precise points-to-analysis[15]. For instance, using rich RusT types, e.g.,
vec, requires ensuring that all aliases to the corresponding C pointer are appropriately updated.
Consequently, existing techniques result in only minor improvements.

We argue that CHECKED C provides a practical intermediate
stage to enable more effective RusT conversion techniques.
Specifically, we envision a staged conversion (Figure 4) where
we will first convert C to CHECKED C and then convert the
resulting code to RusT. In principle, such a staged approach
decouples the challenges, enabling us to develop effective
techniques to solve them.

From a technical standpoint, first, CHECKED C types
can be directly converted to rich Rust types. Specifi-
cally, all arr and ntarr pointers can be converted directly

Interrelated Challenges
(Hard problem, No intermediate results)

[o——8

Existing
Approaches

Checked C

Staged Checked C
based conversion

Tackles individual challenges with

to vec or fixed-length arrays depending on the bounds. usable intermediate results
For instance, int *p _Array _Count(i+1);...; *(p+i) = will be
converted to let mut p = Vec::with_capacity(i+1); ...; p[i] =.

Similarly, CHECKED C generic types (i.e., structs and function) Fig. 4. Existing v/s Staged Conversion
can be converted to the corresponding RusT generic types.

Second, CHECKED C typing rules (§ 2.1) restrict certain aliases, which will reduce the imprecision
of alias analysis, enabling more accurate points-to sets.

From a practical standpoint, CHECKED C is both syntactically and semantically backward compat-
ible. Our new syntax (§ 3.1) makes CHECKED C annotations erasable (i.e., can be disabled through
pre-processor directives), enabling the code to be compiled with existing compilers. After con-
verting to CHECKED C, developers can continue maintaining CHECKED C code without requiring
any changes to their other build infrastructure, and the backward compatibility enables modular
conversion (i.e., individual functions, files, etc). Developers interested in spatial safety can just
replace their compiler with CHECKED C compiler (e.g., by a symlink) — again without changing
anything else.

6 Limitations

We note the following limitations of our study:
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o Generalizability. Given that 3c and CHECKED C involve code-level modification, our findings on
EDK2 may not generalize to other system projects (e.g., Linux kernel) as they might have different
coding styles and idioms. However, we believe that the information about certain fundamental
issues (e.g., voidx pointers) is still valuable for such conversion efforts.

e LLMs Assisted Conversion. Recent work [36] showed that LLM-assisted C to CHECKED C
conversion slightly improves the conversion rate of 3c. However, our preliminary experiments
with ChatGPT (LLM) on EDK2 showed poor results. But, there could be other fine-tuning or
re-training approaches that could improve the results.

e Temporal Safety. Recently, Zhou et al, [71] added automated temporal safety retrofitting
support to CHECKED C. We did not use it as it is not backward compatible, and the features are
not yet integrated into the CHECKED C mainline repository.

7 Related Work

C is one of the most widely used languages in the open source community [30]. However, it also
inherently has the greatest potential for memory safety issues. Among all the issues found or
reported in any C project, memory safety problems are the most prevalent [62]. Static [14, 23, 68]
and Dynamic analysis [5, 8, 43] tools can be used to detect memory corruption issues, but these
either have high false-positive rates [22] or are not scalable to large code bases.

RusT is a popular alternative to C, but its adoption is slow due to the significant amount of work
needed to port large C projects. Even with the help of C-to-RusT tools, getting idiomatic RusT
equivalent to C is hard as mentioned in § 2.3.2. It is not just the porting that is difficult in using
RusT, its ownership system and borrow checker [34, 45] represent a significant paradigm shift
from C’s memory model. This requires the developer to restructure code extensively. It is also
possible that some C idioms might not be directly supported in Rust, which also requires code
restructuring.

Rather than porting C to RusT, developers can also switch to safer dialects of C. This would
require much less effort than converting to RusT. Several approaches have emerged over the years.
CCured [39] combines type inference with runtime checks to enforce memory safety, but requires
whole-program analysis and changes data representations. AddressSanitizer [46] and SoftBound
[37] can detect memory errors but incur substantial performance overhead. Cyclone [26] was built
to be a good extension for C, but as discovered in [32], it is not a good candidate. Another extension
to C is Checked C [13] which is shown to have good performance that is close to C as well as being
backward compatible. Developers can do incremental upgrades, unlike other extensions that can’t
work with C.

Previous work [12] has shown that refactoring a large code base gets tedious if no automation
tools are used. 3¢ [31] is a tool that helps in the automated conversion of C to CHECKED C. We use
3c to automatically annotate most of the EDK2 source. Mohammed et al,, [36] uses 3c as their base
and uses LLMs to fix parts of code that 3c was not able to convert. Since this work builds on the
output generated by 3c, the improvements we made to the tool are essential for achieving better
results.

8 Conclusion

This paper presents the first experience report of converting EDK2 (a C-based embedded codebase)
to CHECKED C. We use a tool-assisted method to perform the conversion. We use findings from
our experience to create an enhanced conversion tool, £3c, which improved the conversion rate by
25%. We also identified several C idioms that are hard to convert automatically. We made manual
annotations and identified that certain C language features are not supported in CHECKED C. We
believe that our findings will provide insights into future conversion efforts.
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9 Data Availability

Our enhanced E3c can be found at our GitHub repository. All the scripts that can be used to help in
conversion, insert the converted modules into the firmware, and instructions on how to use those
scripts can be found on Zenodo [10].
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