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Abstract—Bootloaders are present in every device, from IoT
and edge devices to datacenter servers, making them critical to
system security. Modern platforms establish hardware root of
trust via vendor-specific mechanisms such as CPU microcode
and authenticated code modules before bootloader execution.
This SoK focuses on the software boot chain that follows that
hardware-rooted integrity handoff. Prior work has focused on
subsets of bootloaders, often using inconsistent terminology,
leaving gaps in understanding their structure and interactions.

We analyze 43 bootloaders and categorize them into three
types based on their architecture and role in the boot process.
We define attack surfaces for each type using our open-source
dataset, BOOTBENCH, which includes 3,658 vulnerabilities and
associated commits. Leveraging BOOTBENCH, we evaluate ex-
isting vulnerability detection techniques and highlight open
problems, and examine limitations in defensive techniques for
hardening bootloaders.

1. Introduction
Bootloaders are foundational to modern computing sys-

tems, bridging the gap between a system’s hardware and an
Operating System (OS), hypervisor (e.g., Microsoft Hyper-
V [94], VMware ESXi [19]), or embedded application (e.g.,
Zephyr [92]). They execute after hardware-established root
of trust and extend the chain of trust into software [8],
yet vulnerabilities can grant attackers persistent system con-
trol [49], [87], [143]. Despite their critical role, bootloaders
remain highly vulnerable [55], [128], [156]. In 2024 alone,
204 CVEs were reported, some leading to remote code ex-
ecution in privileged environments [49], [65], [101], [102].

Existing works [55], [71], [121], [128], [156], [170]
attempt bootloader vulnerability detection, but focus on
narrow components or attack surfaces. For instance, the
recent RSFUZZER [170] focuses only on SMI handlers and
cannot find PIXIEFAIL [49] and LOGOFAIL [143], while
FUZZUER [55] focuses on boot-time interfaces and cannot
find LOGOFAIL. More broadly, there is little understanding
of bootloader attack surfaces, and most tools are tailored to
specific implementations (e.g., EDK-II [148], GRUB [57],
or aboot [4]). General-purpose analysis techniques [54],
[67], [125], [154], [171] exist, but are hard to configure
and ignore bootloader-specific challenges as demonstrated
in our analysis (§ 4).

Bootloaders further complicate security because they
lack common OS abstractions and run before features such

as virtual memory are initialized, limiting the applicabil-
ity of standard exploit mitigation and software hardening
techniques [2], [14], [30], [44], [97], [132]. While efforts
like E3C [20] attempt to automatically add spatial safety to
EDK-II through Checked C [39], their generality to other
bootloaders is unknown. Overall, there is no systematic view
of bootloader types, attack surfaces, or the effectiveness of
existing security techniques.

In this paper, we present the first systematization of
bootloader security. We begin with background on boot-
ing and bootloaders, collecting a dataset of 43 bootloaders
and classifying them into three types by initialization and
handoff. Next, we identify 6 attack surfaces and examine
their relevance across bootloader types. We then catego-
rize vulnerability detection techniques and evaluate their
effectiveness, showing that only 3 of 25 tools cover 2 of 6
attack surfaces. Since no prior dataset exists, we built BOOT-
BENCH, comprising 3,658 vulnerabilities, which reveals that
tools are often specialized to particular bootloaders, detect
few vulnerability classes, and generalize poorly. Finally,
we study prevention and hardening techniques, finding that
exploit mitigations are hard to apply and proactive security
remains rare. While some approaches exist [22], [31], [88],
[152], they are limited in scope or are disabled [9].

In summary, the following are our contributions:
• Bug Dataset (§ 4.2): BOOTBENCH, the first open dataset

of 3,658 bootloader vulnerabilities, commits, and tools.
• Evaluation: Qualitative and quantitative evaluation (us-

ing BOOTBENCH) of existing techniques (§ 4) to detect
limitations and open-problems.

• Study: First comprehensive study of modern bootloaders
(§ 2) and their attack surfaces (§ 3).

• Systematization (§ 4, § 5): A systematic analysis of
vulnerability detection techniques (static and dynamic)
and defences (exploit mitigation, security hardening, and
vulnerability prevention), identifying characteristics, chal-
lenges, and open problems.

2. Booting and Bootloaders

Bootloaders have been defined differently across do-
mains [121], [135], [140], [156]. For example, Redini et
al., [121] focus on smartphone bootloaders, while Wang et
al., [156] examine OS-specific bootloaders.

At a high level, booting is the process of starting a
system and preparing it for target software, and the boot-
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Figure 1: Bootloader Boot-Process Comparison.

loader is the software that performs this task. Based on
their starting point and target software, bootloaders can be
classified into three types, Figure 1:

• Firmware Bootloader (Type 1): Boots from hardware,
providing a hardware-agnostic interface for subsequent
software (e.g., UEFI, BIOS). It may load another boot-
loader or standalone applications.

• OS Bootloader (Type 2): Boots from a system-initialized
state (e.g., BIOS) and prepares for an OS (e.g., GRUB2).
In staged booting, type 1 hands off to type 2.

• Monolithic Bootloader (Type 3): Combines type 1 and
type 2, booting directly from hardware into an OS. Com-
mon in embedded systems, these are hardware-specific.

In contrast to traditional bootloaders, universal kernel im-
ages (UKIs) [133] encapsulate the kernel, initramfs, and
command-line data into a single, signed artifact that can be
loaded directly by firmware or OS bootloaders, simplifying
the boot chain and improving portability across platforms.
Functionally, UKIs resemble type 2 bootloaders since they
rely on firmware (type 1) to initialize hardware and then
prepare the operating system. However, because UKIs inte-
grate all boot components (i.e., the kernel, initramfs, and
configuration) into a single image rather than maintaining
them as separate artifacts, we treat them as a streamlined
subclass of type 2 bootloaders for the purposes of our
discussion.

2.1. Split v/s Monolithic Booting

Two approaches exist to boot an OS or hypervisor,
Figure 1:

• Split (Staged) Booting: Type 1 + Type 2. Provides mod-
ularity and hardware abstraction, easing OS initialization,
but increases firmware size and startup time. Common in
desktops, servers, and smartphones.

• Monolithic Booting: Type 3. Smaller and faster, but
tightly coupled to hardware, limiting flexibility. Common
in resource-constrained devices such as IoT and MCUs.

2.1.1. Booting Stages and Diversity
The entire booting process can be divided into 8 stages,

as seen at the top of Figure 1, each of which sets up the
necessary hardware and software for the following stages.
Not all stages appear in every bootloader. For example,
Stage 4 (bootloader handoff) is absent in type 3 bootloaders,
as they are monolithic, while Stages 5–8 are absent in Type
1, since it remains OS-agnostic. There is considerable diver-
sity in the implementation of these different stages. Stage
implementations may vary and include sub-components,
enabling customization for different hardware and software
configurations. For instance, coreboot uses multiple compo-
nents to implement stage 3, whereas in EDK-II (UEFI), it
is encapsulated in a single component (i.e.,DXE).

2.2. Bootloaders Dataset

We systematically identified bootloaders across domains
by surveying prior research [55], [128], [136], [156], public
documentation cited by those works [32], [47], [58], and
curated sources such as the Open-Source Firmware Foun-
dation [48]. This yielded 43 bootloaders, both open and
closed source. Each bootloader was manually analyzed to
identify its features, supported architectures, and type clas-
sification. We summarize our bootloaders in our extended
report [1]. The full dataset of bootloaders is organized at
https://github.com/BreakingBoot/oss-bootloaders.

For the remainder of this paper, we focus on 7 out of
the 43 bootloaders, seen in Table 1 and in Figure 1. These
bootloaders were selected based on their relevance in recent
work [55], [128], [136], [156], the number of known vulner-
abilities [126], and their distinct design characteristics [26],
[91]. We acknowledge that this selection may introduce



Table 1: Well-Known Bootloaders. Refer to Appendix A for the notations meanings. We annotate CI/CD integration with
icons representing the type of automated analysis: unit testing framework ( ), CodeQL static analysis ( ), Coverity static
analysis ( ), Cppcheck static analysis ( ), OSS-Fuzz continuous fuzzing ( ), LLVM libFuzzer integration ( ), OpenSSF
security scorecard checks ( ). A full extended table of bootloaders is provided in our extended report [1] and our dataset
repository.

Name Supported
OSs

Supported
Architectures

O.S.S.
[Stars + Forks]

CI/CD
Integration

Attack
Surfaces

Type 1: Firmware Bootloaders

coreboot [24] RISC-V, x86,
ARM, PPC Ë[3k] has1, has2, sas1

sas2, sas3, sas4

EDK-II (UEFI) [148] x86, ARM, RISC-V,
MIPS, LoongArch Ë[8.1k] has1, has2, sas1

sas2, sas3, sas4

SeaBios [25] x86 Ë[587] é
has1, has2, sas1
sas2, sas3, sas4

Type 2: OS Bootloaders

GRUB [57] x86, ARM, PPC, MIPS,
SPARC, RISC-V, LoongArch Ë[404] has1, has2, sas1

sas2, sas4

Windows Boot Manager [157] x86, ARM é - has1, has2, sas1
sas2, sas4

Type 3: Monolithic Bootloaders

MCUboot [90] 32bit MCU Ë[2.4k] has1, sas2
sas3

Das U-Boot [153]
ARM, x86, ARC, MIPS,
PPC, RISC-V, Xtensa, sh,
microblaze, m68k, nios2

Ë[8.6k] has1, sas1, sas2
sas3, sas4

bias, as other bootloaders also feature unique designs [13],
[80]. However, we believe this subset has sufficient diversity
to illustrate the core concepts of bootloader design. Our
analysis aimed to answer two questions: how users interact
with each bootloader (§ 2.3) and how control is transferred
during the boot sequence (§ 2.4). We provide complete
case studies on each of the 7 bootloaders in our extended
report [1].

2.3. Bootloader Communication Mechanisms

Communication across different boot phases is critical
for transferring configuration state, coordinating execution,
and enabling later stages or payloads to interact with the
underlying firmware. Across the boot ecosystem, we identify
three broad communication mechanisms: system tables, non-
volatile storage, and configuration files. Some bootloaders
also employ interrupts or well-defined memory regions for
direct low-level control, particularly in legacy environments.
Structured Handoff via System Tables and Interrupts
Type 1 bootloaders such as UEFI [47] and SeaBIOS [25]
implement explicit interfaces for communication between
boot stages. UEFI defines system tables that expose Boot
Services and Runtime Services, allowing later phases to
query device paths, protocol handles, and persistent con-
figuration stored as NVRAM variables (e.g., boot order
or Secure Boot options) [47], [69]. SeaBIOS, following
legacy BIOS conventions, instead relies on interrupts such
as INT 0x19 to locate and load subsequent stages [60], [64].
coreboot [24] itself provides no user-facing communication
interface. Instead, its payload (e.g., UEFI or SeaBIOS)
defines the mechanisms through which the state is passed
or retrieved.

Dynamic Configuration via External Files Type 2 boot-
loaders shift communication into higher-level configuration
data structures or files. Windows Boot Manager [157] stores
boot paths, recovery modes, and drivers in the Boot Con-
figuration Data (BCD), which can be modified at runtime
(e.g., pressing F11 triggers recovery mode through BCD
flags) [158]. Similarly, GRUB2 [57] defines its menu entries,
kernel arguments, and chainloading options in grub.cfg.
These text-based configurations enable flexible runtime
communication, allowing parameters such as the Linux root

device or alternate payloads (e.g., Windows Boot Manager)
to be specified without rebuilding the bootloader.
Static Communication and Minimal Runtime Interfaces
In contrast, type 3 bootloaders integrate initialization, hard-
ware setup, and OS handoff within a single image, seen with
Das U-Boot [153] and MCUboot [90] in Figure 1, leaving
few standardized channels for runtime interaction. MCU-
boot primarily supports firmware update communication
through alternate flash slots, without exposing system tables
or runtime interfaces [91]. Conversely, U-Boot provides a
minimal runtime shell that permits limited reconfiguration
of the bootflow or kernel arguments, but substantial changes
require reflashing [32]. Overall, these tightly coupled boot-
loaders rely on static configurations and direct flash manage-
ment rather than dynamic communication during execution.

2.4. Bootloader Handoff

The handoff phase marks a critical transition where con-
trol passes from one execution context to another, typically
from a type 1 to a type 2 bootloader or directly to the
kernel. It must preserve essential system state (e.g., mem-
ory maps, hardware tables, configuration structures) while



releasing firmware-managed resources to let the next stage
assume control. The complexity of this process varies across
designs, reflecting architectural goals and legacy support.
Structured and Layered Handoff Type 1 bootloaders
(e.g., UEFI [47], SeaBIOS [25], coreboot [24]) employ for-
mal transition mechanisms. UEFI’s Boot Device Selection
(BDS) phase, for instance, iterates through the BootOrder

variable stored in the NVRAM to locate a boot applica-
tion, execute it, and invoke ExitBootServices() to re-
lease firmware resources and finalize control transfer [88].
SeaBIOS follows legacy BIOS conventions via INT 0x19

to load and jump to the MBR or VBR [88]. coreboot
hands control to a payload (e.g., Depthcharge [59] or a
UEFI stub) that builds system tables and initializes runtime
services [139]. In essence, UEFI enforces a clean resource-
managed handoff, BIOS chains control through sector load-
ers, and coreboot delegates transitions to modular payloads.
Configurable OS Handoff Type 2 bootloaders, such as
Windows Boot Manager [157] and GRUB2 [57], empha-
size flexible chainloading and configuration. bootmgr.efi

transfers control to winload.efi with UEFI tables, BCD
entries, and preloaded drivers. GRUB2 loads the target OS
kernel (e.g., Linux’s vmlinux and initrd) or chainloads into
Windows Boot Manager. This configurability enables multi-
OS booting and dynamic reconfiguration without rebuilding
the bootloader.
Direct and Minimal Handoff Type 3 bootloaders couple
initialization and OS launch in a single flow, passing mini-
mal runtime data. MCUboot [90] verifies firmware and di-
rectly jumps to the OS (e.g., Zephyr [92]) [91]. U-Boot [153]
offers a richer interface—providing OS image, arguments,
and FDT, but performs a mostly static transfer [32]. These
tightly integrated bootloaders prioritize simplicity and de-
terminism over extensibility.

3. Bootloader Attack Surfaces

Bootloaders form a critical part of the Trusted Comput-
ing Base (TCB), extending a hardware-established root of
trust into software. On modern platforms, vendor-specific
mechanisms (e.g., Intel Boot Guard ACMs [70], AMD
PSP [27], ARM TrustZone [5]) verify early boot integrity
before bootloader code executes. Vulnerabilities in this layer
can enable persistent compromises (bootkits [88]), which
survive OS reinstallation and even disk replacement, often
requiring complete hardware reformatting to remove.

As described in § 2, bootloaders interact with both
hardware and software components, exposing multiple at-
tack surfaces at boot time (i.e., non-runtime) and after boot
(i.e., runtime). We classify these broadly into hardware and
software attack surfaces as summarized in Table 2.

3.1. Hardware Attack Surfaces

Here, we assume that the attacker has physical access to
the system running the bootloader. Depending on the level
of access, these can be further classified into:

• Invasive Hardware Access (has1) — Attackers with
invasive (e.g., dismantling the system) physical access can
perform processor-level or memory attacks such as clock
glitching [134] or cold boot [82]. We scope this surface
to non-modifying invasive attacks (i.e., fault injection,
glitching, and side-channel probing) rather than hardware
modification (e.g., reflashing a custom firmware image),
which would allow the attacker to replace the entire boot
image, defeating the purpose of analyzing the existing
attack surface. For instance, NAND flash glitching can
compromise U-Boot [151], while MoonBounce [76] im-
plants malicious code in the SPI flash of EDK-II systems.
Also, FinFisher [99] is a surveillance-based malware that
corrupts the host machine through the MBR on the HDD
that targets Windows Boot Manager, GRUB, and Android.

• External Hardware Access (has2) — Non-invasive ac-
cess (e.g., plugging in peripherals) can also serve as
attack vectors. For instance, ThunderStrike2 [93] implants
malware in Thunderbolt accessories that are loaded at
boot as OptionROMs in EDK-II [148], creating persis-
tent backdoors. Additionally, CVE-2020-25647 [119] is
triggered during USB device initialization and can lead
to arbitrary code execution and Secure Boot bypass in
GRUB [57] (type 2 bootloader).

3.2. Software Attack Surfaces

Here, attacker interacts with the bootloader through soft-
ware interfaces. Depending on the type of interface, these
can be further classified into:
• Remote Access (sas1) — Network boot features ex-

pose bootloaders to remote attacks. For instance, Pix-
ieFAIL [49] and The Real Shim Shady (CVE-2023-
40547 [120]) exploit protocol parsing bugs in EDK-
II’s [148] and shim [145] PXE boot, respectively, to
achieve remote code execution. Similarly, CVE-2018-
18439 [98], is a remotely exploitable buffer overflow in
the U-Boot [153] (type 3 bootloader) that leads to remote
code execution if the TFTP server is controlled.

• Persistent Data Source Access (sas2) — Attackers with
write access to persistent storage can tamper with con-
figuration files or boot partitions. For instance, Boot-
Hole [34] (CVE-2020-10713 [118]) abuses a vulnerability
in GRUB’s [57] grub.cfg parser, while LogoFAIL [143]
exploits EDK-II’s [148] logo parsing by changing the
OS logo. Similarly, CVE-2019-13104 [100] in U-Boot
[153] allows crafted ext4 filesystems to overwrite stack
data during boot.

• Post-boot Features Access (sas3) – As mentioned in
§ 2.3, some bootloaders expose runtime handlers (e.g.,
SMI callbacks [47]) that remain active post-boot and serve
as potential attack surfaces. For instance, TrickBoot [35]
leverages these in EDK-II and SeaBIOS [126] to extract
protected SPI flash information. For type 3 bootloaders,
it can be as simple as rewriting part of the flash memory
from the devices OS allowing for complete control of the
infected device as seen with UbootKit [166] in U-Boot.



Table 2: Attack Surfaces Classification by Bootloader Type.

Bootloader
Types

Attack Surfaces
Hardware Software

Invasive Hardware
(has1)

External Hardware
(has2)

Remote Access
(sas1)

Persistent Data Source
(sas2)

Post-boot Features
(sas3)

Boot Time Feature
(sas4)

Type 1 Ë
(MoonBounce [76])

Ë
(ThunderStrike2 [93])

Ë
(PixieFAIL [49])

Ë
(LogoFAIL [143])

Ë
(TrickBoot [35])

Ë
(CVE-2024-7756 [83])

Type 2 Ë
(FinFisher [99])

Ë
(CVE-2020-25647 [119])

Ë
(The Real Shim Shady [36])

(CVE-2023-40547 [120])

Ë
(BootHole [34])

(CVE-2020-10713 [118])
é

Ë
(CVE-2024-49504 [141])

Type 3 Ë
(Glitching U-Boot [151]) é

�
(CVE-2018-18439 [98])

Ë
(CVE-2019-13104 [100])

�
(UbootKit [166])

�
(CVE-2023-48426 [33])

• Boot time Features Access (sas4) — Interactive boot-
time interfaces (e.g., UEFI or GRUB shells [88]) also
form another class of attack surfaces. For instance, CVE-
2024-7756 [83] (EDK-II [148]), CVE-2024-49504 [141]
(GRUB [57]), and CVE-2023-48426 [33] (U-Boot [153])
all exploit vulnerabilities through boot time interfaces.

Table 2 summarizes our classification and prevalence of
attack surfaces across different types of bootloaders.

Finding 1

Not all attack surfaces are present across bootloaders. type
1 and type 2 bootloaders exhibit consistent surfaces, while
type 3 bootloaders show greater variability.

4. Vulnerability Detection

In this section, we evaluate vulnerability detection tech-
niques for bootloaders and their integration into the boot-
loaders presented in Table 1. An adoption study can be
seen in § 4.4.3 and § 4.5.3 for static and dynamic analysis
techniques, respectively.

4.1. Techniques Selection

To evaluate existing vulnerability detection techniques,
we examined papers from the top four security (IEEE S&P,
ACM CCS, USENIX Security, ISOC NDSS) and software
engineering conferences (ICSE, FSE, ASE, OOPSLA) over
the past decade [172] and extracted referenced tools and
frameworks. This resulted in a total of 25 tools, as summa-
rized in Table 3. We excluded ML-based detectors since the
only prior work (Microsoft [71]) lacked an accompanying
evaluation framework.
Preliminary classification: We classify detection tech-
niques in Table 3 as either static or dynamic. Addition-
ally, we have collected generic analysis techniques [54],
[67], [125], [131], [154], both static and dynamic, that
either have been adapted in other works [67], [125] or can
be adapted [54], [131], [154] to work with bootloaders.
Symbolic execution is treated as static since it analyzes
paths without execution. For each technique, we record the
targeted attack surface, vulnerability type, bootloader type
tested, and desired features for an ideal technique (e.g., Au-
tomated (A)). Some approaches combine static and dynamic
elements [55], [165], [170], but we classify by the primary
detection methodology. For example, UEFUZZER [165]

uses static type inference for input generation but relies on
dynamic execution to expose bugs. In total, we identify 10
static and 15 dynamic techniques.

Most existing vulnerability detection tools focus on
software attack vectors, specifically, boot-time (sas4) and
post-boot (sas3) surfaces, while largely neglecting hardware
(has1, has2) and remote/persistent data (sas1, sas2) vectors.
This is emphasized by the examples we presented for these
attack surfaces in Table 2, where has1, has2, sas1, and sas2
can lead to arbitrary code execution.

Finding 2

Prior works primarily target boot-time and post-boot
interfaces, leaving other hardware and software attack
surfaces underexplored.

Observation 1
Our analysis also revealed no comprehensive bootloader
vulnerability dataset. Existing works either evaluate only
on upstream bootloaders [121], [167], [170] or on limited
(<10) known vulnerabilities [55], [156].

To address this gap, we created the BOOTBENCH
dataset.

4.2. BOOTBENCH

We aim to collect real-world vulnerabilities to enable
quantitative evaluation of existing techniques. We com-
piled a real-world vulnerability dataset by mining the CVE
database [28] and identified a total of 1,157 bootloader
CVEs. Previous work [84] shows that security bugs could be
fixed without CVEs. To handle this, we mined the commit
histories of open-source bootloaders from our dataset and
used keyword-based filtering (derived from MITRE’s CWE
list [96]) to identify a total of 3,658 non-CVE security bugs,
covering 43 bootloaders.

The most common vulnerability types are privilege es-
calation, memory overflows, and information disclosure.
Legacy BIOS (367), EDK-II (357), GRUB (74), and U-
Boot (55) dominate the dataset. We acknowledge possible
omissions (missed CVEs, unrelated third-party commits)
and discuss limitations in Appendix 8.

4.3. Evaluation Methodologies

For both static (§ 4.4) and dynamic (§ 4.5) analyses, we
followed two consistent methodologies: one for selecting



the analysis tools, and another for choosing the subset of
vulnerabilities from BOOTBENCH used for evaluation.
• Tool Selection: Based off of the tools in Table 3, we se-

lected those that were open-source, well-documented, and
runnable without specialized hardware. Several tools were
excluded due to execution failures (e.g., arbiter [154])
or missing documentation (e.g., FuzzBoot [156]). Each
selected tool was executed on representative bootloader
source code and binaries (when supported), following of-
ficial documentation with minimal configuration changes,
which we discuss these changes in Appendix B. We
recorded all outputs (i.e., crashes, logs, and vulnerabil-
ity reports) and manually validated each reported issue
against our injected ground truth to distinguish true posi-
tives (TPs) from false positives (FPs). The final tools used
in our evaluation are listed in Table 5.

• Ground Truth Data Selection: We constructed the
ground truth dataset from known bootloader vulnerabili-
ties included in BOOTBENCH. Not all bootloaders or vul-
nerabilities were evaluated. Several analysis tools require
source-level access, compiler instrumentation, or specific
binary formats, which are not uniformly available across
all bootloaders. Consequently, we selected a representative
subset of seven bootloaders that span all three bootloader
classes and for which the necessary analysis workflows
were feasible. Similarly, we did not include every reported
vulnerability. Many disclosed issues correspond to obso-
lete commits or code paths that have since been refactored
or removed in the latest version. To ensure consistency
and reproducibility, we selected a single commit per boot-
loader that contained the largest number of simultaneously
present, verifiable vulnerabilities. This enabled direct pre-
and post-patch comparison using CVE-linked fixes to
assess each tool’s accuracy. Table 7 in Appendix B sum-
marizes the evaluated bootloaders, their commit hashes,
and the number of known vulnerabilities at each chosen
revision.

4.4. Static Analysis

As shown in Table 3, we collected a total of 10 static
vulnerability detection techniques and tools.

Out of which, 7 (top of the table) are bootloader-specific
techniques (BSP) (i.e., these are custom-designed to handle
BSP aspects) as indicated by the BT column. Furthermore,
these focus on specific classes of vulnerability seen by the
TBT column. Most of these tools are interface aware (IA
column), i.e., they are aware of interfaces exposed by the
bootloader and model them appropriately. This is expected
as they focus on specific attack surfaces (Attack Surfaces
column) and mainly model the corresponding interfaces. For
instance, SPENDER [169] focuses on the post-boot inter-
faces attack surface (i.e., sas3) and appropriately handles
the corresponding interfaces (i.e., SMI handlers). This is
not the case with FwHunt [11], which uses BSP patterns
to detect vulnerabilities. It is interesting to see that most
of the BSP tools (except for STASE [128] and SymUEFI
[10]) directly work on bootloader binaries (BO column),

Listing 1 Interface Invocation Challenges. ○1: Structures
vary across attack surfaces. ○2: VOID* cast to different
structures. ○3: Even within protocols, required fields differ
and may be state-dependent.

○1typedef struct{UINT32 KeyId;UINT8 Data[32];}CREATE_KEY_COMM;
○1typedef struct{ UINT32 KeyId; } DELETE_KEY_COMM;

...CreateKeyHandler(...,VOID *CommBuffer,UINTN *CommBufferSize){
○2 CREATE_KEY_COMM *Req = (CREATE_KEY_COMM *)CommBuffer;
// ... use Req->KeyId / Req->Data ...
return EFI_SUCCESS;

}

...DeleteKeyHandler(...,VOID *CommBuffer,UINTN *CommBufferSize){
○2 DELETE_KEY_COMM *Req = (DELETE_KEY_COMM *)CommBuffer;
// ... use Req->KeyId ...
return EFI_SUCCESS;

}

EFI_STATUS EFIAPI OpenFileSystemExample(EFI_HANDLE ImageHandle){
EFI_SIMPLE_FILE_SYSTEM_PROTOCOL *Fs; EFI_FILE_PROTOCOL *Root;
gBS->HandleProtocol(..., &gEfiSimpleFileSys..., (VOID **)&Fs);

○3 Fs->OpenVolume(Fs, &Root);
// ... work with Root ...
return EFI_SUCCESS;

}

EFI_STATUS EFIAPI RngExample(EFI_HANDLE ImageHandle) {
RNG_PROTOCOL *Rng; UINT8 Buf[16]; UINTN Size = sizeof(Buf);
gBS->HandleProtocol(..., &gEfiRngProtocolGuid, (VOID **)&Rng);

○3 Rng->GetRNG(Rng, NULL, Size, Buf);
// ... use random bytes ...
return EFI_SUCCESS;

}

thereby side-stepping the issues of configurability and build
setup. From a usage perspective, tools are not automated
and require non-trivial effort to set up, except for STASE
[128] and FwHunt [11]. Furthermore, a few of these are
not open-source (O.S.S column), and we did not receive
any response from the authors when contacted for the tool
access.

There are two general-purpose techniques (i.e., CodeQL
[54] and arbiter [154]), but these do not model the BSP
aspects (e.g., interfaces and taint sources) and require BSP
configurations and customizations to be effective. However,
unlike BSP tools, these are fairly easy to set up and run.

4.4.1. Fundamental Aspects
We describe the fundamental requirements of static anal-

ysis techniques and unique challenges in bootloaders. We
also analyze how existing techniques try to tackle each of
these challenges and identify open problems. We mainly
focus on the capabilities needed for vulnerability detec-
tion [123], specifically: dataflow tracking, configurability,
and robust language support. Table 4 summarizes the static
analysis capabilities of existing tools for different attack
surfaces by bootloader type.
Dataflow Tracking: One of the fundamental capabilities in
static vulnerability detection is the ability to track the flow
of interesting data (i.e., tainted data) to different program
points, commonly referred to as Taint Tracking [81]. For
example, the GRUB2 BootHole vulnerability (CVE-2020-
10713) [34] stems from attacker-controlled configuration
data flowing into a flex-generated parser. Since GRUB2
redefines YY_FATAL_ERROR() to return unexpectedly, an
unchecked input reaches yy_flex_strncpy(), which copies
it into a heap buffer, causing overflow and potential code
execution. Detecting such flaws requires taint tracking that
is inter-procedural [46], alias-aware [77], and capable of
modeling custom taint sources and sinks [164]. Achieving



Table 3: Feature comparison of bootloader analysis tools. Target Bug Type (TBT): Memory Corruption (MC), Storage
State (SS), Temporal Vulnerabilities (TV), Input Validation (IV), Improper Memory Isolation (IMI), CPU Exceptions (CE),
Privilege Escalation (PE), Malware Detection (MD), Invalid Configuration (IC), Pattern Matching (PM). Features: Bootloader
Type (BT), Bootloader Agnostic (BA), Binary Only (BO), Hardware Independent (HWI), Interface Aware (IA), Automated
(A), Open Source (O.S.S). Partial support is shown as �, and N/A marks generic tools needing custom setup. See § A for
symbol details.

Tool BT Attack Surfaces TBT BO HWI IA A O.S.S.

Bootloader-Specific Tools

Static Analysis Tools
STASE [128] 1 sas1,sas2,sas3,sas4 MC, IMI é Ë Ë Ë Ë
SPENDER [169] 1 sas3 IMI Ë Ë Ë � é
SymUEFI [10] 1 sas3 IMI é Ë Ë � é
Excite [41] 1 sas3 CE Ë é Ë � é
FwHunt [11] 1 sas1,sas3,sas4 PM Ë Ë é Ë Ë
BootStomp [121] 2 has2,sas2,sas4 MC, SS Ë Ë Ë é Ë
EMBA [40] 1,3 sas1,sas2,sas3,sas4 MC,PE,IC Ë Ë Ë � Ë

Dynamic Analysis Tools
FuzzUEr [55] 1 has2,sas1,sas3,sas4 MC,CE é Ë Ë Ë Ë
UEFUZZER [165] 1 sas1,sas2,sas3,sas4 MC � Ë Ë Ë é
SimFuzzer [167] 1 has1,has2,sas2,sas3,sas4 CE é Ë é é é
RSFuzzer [170] 1 sas3 MC, IV Ë Ë Ë � é
UEFIscanner [95] 1 sas2,sas3 MD Ë é é Ë é
HBFA [122] 1 has2,sas3,sas4 MC é Ë Ë é Ë
UEFIFuzzer [124] 1 sas4 CE é � Ë é Ë
efi fuzz [112] 1 sas2 MC Ë Ë é � Ë
BootFuzz [137] 1 sas3 CE Ë Ë é é Ë
abootool [62] 2 sas4 CE Ë é é é Ë
Emmutaler [51] 2 has2,sas3,sas4 CE,[MC�] Ë Ë é é Ë
FuzzBoot [156] 2,[3 �] has2,sas3,sas4 MC é � Ë é Ë
ASPFuzz [53] 3 has1,has2 CE,MC Ë Ë é é Ë

General-Purpose Tools

arbiter [154] N/A N/A N/A Ë Ë é Ë Ë
CodeQL [54] N/A N/A N/A é Ë é Ë Ë
Angr [131] N/A N/A N/A Ë Ë é é Ë
kAFL [125] N/A N/A N/A é � é é Ë
TSFFS [67] N/A N/A N/A é Ë é é Ë

this in bootloaders is particularly hard due to their pointer-
heavy code, stage-dependent control flow, and reliance on
persistent state [63]. We highlight four technical challenges
in this space.
Static Analysis Technical Challenge 1 (SATC1): Points-to
analysis [109], [138] – Memory management in bootloaders
is done through direct physical address ranges and does
not use well-known memory management APIs, such as
malloc/free, which is used by many points-to analysis tech-
niques. Furthermore, to minimize their footprint, bootloader
code frequently employs both data and function pointers
(e.g., EDK-II uses both, as shown in Listing 1). Resolving
the precise targets of such pointers is difficult since they
may depend on dynamic configuration [55], [128].

As shown in Table 4, existing works tackle points-

to analysis through heuristics, but coverage across attack
surfaces remains limited. STASE [128] applies field- and
structure-sensitive analysis, but only at a function level.
FuzzUEr [55] uses flow-insensitive points-to analysis, but
their aliasing model is based on source-level expressions
(i.e., two pointers are aliases if they are syntactically the
same). SPENDER [169] uses EDK-II-specific heuristics
(i.e., CommBuffer for SMI handlers) to handle points-to
analysis.



Table 4: Static analysis capabilities for different attack surfaces by bootloader type (1, 2, 3). Automated techniques are
marked 2; é means no existing technique. Tool names can be cross-referenced in Table 3. Parenthetical counts denote
known vulnerabilities per surface.

Necessary
Capabilities Techniques HW Surfaces SW Surfaces

has1(2) has2(4) sas1(12) sas2(16) sas3(10) sas4(45)

D
at

afl
ow

Points-to (SATC1) Heuristic /
Field-Sensitive é 2:2 [121] 1:2 [55], [128] 1:2 [128]

2:2 [121] 1:2 [55], [128], [169] 1:2 [55], [128]
2:2 [121]

Taint Src/Sink (SATC2) Annotation /
Rule-Based é 2:2 [121] 1:2 [55], [128] 1:2 [128], [165]

2:2 [121] 1:2 [41], [55], [128], [169] 1:2 [11], [55], [128]
2:2 [121]

Interrupt Flow (SATC3) Callback /
Event Modeling é é é 1:2 [165] 1:2 [55], [128], [165], [169]

2:2 [121]
1:2 [55], [165]

2:2 [121]

Cross-stage (SATC4) State / Memory
Tracking é é é

1:2 [165]
2:2 [121] 1:2 [41], [55], [165], [169] 1:2 [55], [165]

2:2 [121]

Configurability Build / Config
Handling é 2:2 [121] 1:2 [55], [128] 1:2 [128]

2:2 [121] 1:2 [55], [128], [169]
1:2 [11], [55], [128]

2:2 [121]
3:2 [40]

Language
Support

Source (C/C++) 1:2 [10], [54], [55], [128] 2,3: é
Binary 1:2 [11], [40], [41], [169] 2:2 [121] 3:2 [40]

Cross-Language (C+ASM) é

Finding 3

No existing static vulnerability detection tool tries to
perform systematic points-to analysis (an important ca-
pability for taint tracking), which could lead to unsound
results, as seen in Table 5.

Static Analysis Technical Challenge 2 (SATC2): Taint
source and sink identification [175] – Unlike traditional
software, bootloaders lack well-documented taint sources
and sinks, and their use of MMIO, assembly stubs [17],
and cross-domain data propagation complicates identifica-
tion. For instance, values written to NVRAM in a type 1
bootloader stage (e.g., EDK-II DXE) may be read later by
another (e.g., GRUB), requiring the analysis to model inter-
bootloader data dependencies.

As shown in Table 4, tools address this in various
ways: FuzzUEr [55] uses argument annotations to model
sources and sinks, UEFUZZER [165] recovers structures
from binary analysis, STASE [128] applies vulnerability-
specific rules, SPENDER [169] uses protocol-based func-
tion pointers. Exite [41] monitors SMRAM accesses, while
BootStomp [121] models NVRAM flows but is limited to
Android bootloaders.

Open-Problem 1 (Technical)

There exists no technique to automatically identify taint
sources and sinks in bootloaders. The recent advance-
ments in LLMs [78] could enable potential solutions.

Static Analysis Technical Challenge 3 (SATC3):
Interrupt-driven control flow [16] – Unlike traditional soft-
ware, bootloader execution is not strictly sequential. Hard-
ware interrupts, firmware-generated exceptions, or asyn-
chronous event introduce non-linear flows invisible in static
call graphs [55], [128]. This unpredictability can result in in-
complete coverage of execution paths, under-approximation
of reachable code, and missed detection of race conditions
between initialization routines and event handlers [174].

As shown in Table 4, existing BSP tools handle limited
cases such as protocol-based callbacks but do not fully

model hardware interrupts or asynchronous callbacks (e.g.,
FuzzUEr [55], UEFUZZER [165], SPENDER [169], and
STASE [128]) BootStomp [121] modeled callbacks and per-
sistent memory accesses with symbolic execution. However,
it relied heavily on Android framework semantics, including
the predictable structure of boot components and system
services, which makes them ill-suited for general bootloader
analysis, where control flow can vary across platforms and
firmware implementations.

Finding 4

Asynchronous and interrupt-driven control flow is preva-
lent in bootloaders. Existing techniques handle this in a
limited manner, mostly based on specific patterns.

Static Analysis Technical Challenge 4 (SATC4): Cross-
stage state persistence – Bootloaders operate across multiple
execution stages (§ 2) and may pass complex states via
system tables, NVRAM, or reserved memory regions. Taint
tracking should be able to track such a persistent state across
different bootloader stages. Without modeling this persis-
tence, vulnerabilities tied to stale or maliciously modified
states (e.g., corrupted memory maps or altered boot param-
eters) remain undetected. For example, in GRUB if coreboot
was the underlying type 1 bootloader, all of the system tables
are read in from coreboot by reading register r0 seen in
grub/grub-core/kern/arm/coreboot/cbtable.c and could
potentially contain tainted data.

As shown in Table 4, existing techniques only partially
capture persistence, and typically within a single bootloader
or bootloader stage. Some works like FuzzUEr [55] and UE-
FUZZER [165] explore intra-stage dependencies to recover
state transitions within individual stages using structure- or
protocol-based heuristics. Other techniques model persis-
tence through a fixed pattern. For instance, SPENDER [169]
and Exite [41] handle the state persistence only in SMM
or SMRAM. BootStomp [121] extends the idea to Android
and models NVRAM as both a persistent store and a taint
source. No tool fully models state persistence and taint
propagation across multiple stages. While SATC2 concerns



identifying taint entry and exit points, SATC4 extends this
to state surviving stage transitions (e.g., via NVRAM or
system tables). In both cases, static analysis must reason
about inter-stage continuity through transient data flows or
long-lived state.

Observation 2
Stages in bootloader exchange state and data through
various mechanisms (e.g., specific memory regions, per-
sistent storage, etc). Tracking such data is important for
identifying vulnerabilities that span multiple stages or
bootloaders.

Configurability: Bootloaders are large and highly config-
urable, demanding techniques that can scale to thousands
of files, multiple architectures, and conditionally compiled
options. For instance, EDK-II supports 44 bus drivers across
55 different boards and configurations (e.g., QEMU without
network support). Consequently, static analysis techniques
that hook onto the build setup, such as CodeQL [54], Fuz-
zUEr [55], STASE [128], may not be able to analyze files
that are not part of the compilation. As shown in Table 4,
existing techniques use only a specific configuration of the
bootloader. However, naively considering all configurations
is tedious. Therefore, we need a way to identify a configura-
tion that covers the majority of the codebase. This problem
is similar to determining the maximal configuration in the
Linux Kernel [3], [104], where several techniques have been
explored [38], [50]. However, there exists no such technique
for bootloaders.

Observation 3
Bootloaders contain various complex build configura-
tions, and no technique exists to handle this or identify
the maximal configuration enabling high static analysis
coverage.

Robust programming language support: As shown in
Table 4, bootloaders make extensive use of assembly, low-
level constructs, and compiler idioms, all of which static
analysis must handle for comprehensive coverage.
Static Analysis Engineering Challenge 1 (SAEC1): Cross
language analysis - Bootloaders frequently mix C with
assembly [148] and, in some cases, custom domain spe-
cific languages (DSLs) [57] to optimize performance across
architectures and board features.

Observation 4
Cross-language support, specifically between assembly
and C/C++, is need for effective vulnerability detection in
bootloaders. However, none of the existing source-based
techniques has such a capability.

4.4.2. Tools Evaluation
Based on the tool selection methodology outlined in

§ 4.3, we were left with 3 out of the 10 static analysis
tools. We evaluated each of these tools on our dataset and
analyzed the warnings as mentioned in § 4.3.
Results Tool performance varied considerably, as shown in

Table 5. CodeQL and FwHunt were both straightforward to
configure, with FwHunt achieving zero false positives due to
its extensive pattern filtering, while CodeQL produced only
false positives, requiring significant manual triage. For TF-
A [6], several injected bugs were detected by Coverity [12]
in CI/CD workflows (seen by the patch notes in the commit
message), but CodeQL did not detect them. STASE, a hybrid
approach combining static analysis with symbolic execution,
avoided false positives but was constrained by its limited
set of predefined rules, detecting only 5 of the 16 injected
vulnerabilities (31%).

Table 5: Bug Finding Ability of Tools Across Bootloaders
(Ë: Ran, é: Failed, (TP/FP): True Positives / False Posi-
tives)

Type 1 Type 2 Type 3
Tool EDK-2 (16) coreboot (8) SeaBios (3) GRUB (29) shim (11) U-Boot (12) TF-A (11)

Static Analysis Tools

CodeQL Ë(0/23) Ë(0/0) Ë(0/5) Ë(0/17) Ë(0/0) Ë(0/56) Ë(0/0)
FwHunt Ë(0/0) é é é é é é
STASE Ë(5/0) é é é é é é

Dynamic Analysis Tools

FuzzUEr Ë(1/0) é é é é é é
HBFA Ë(0/0) é é é é é é
efi fuzz Ë(0/0) é é é é é é
BootFuzz é é Ë(0/0) é é é é

Among the evaluated tools, STASE achieved the highest
precision and lowest false positive rate, outperforming both
CodeQL and FwHunt on EDK-II. FwHunt’s portability
issues limited its usefulness beyond a single platform, and
CodeQL’s broad false positive output highlights the need
for firmware-specific query refinement. Overall, STASE pro-
vided the most reliable results despite its limited rule set,
yielding the lowest false negative rate.

Finding 5

Existing static analysis tools fail to detect injected BSP
vulnerabilities due to strict heuristics. Detected vulnera-
bilities are limited to simple memory-related issues; none
handle the challenges of SATC3 and SATC4 effectively.

4.4.3. Adoption in Bootloaders
Following prior work showing SAST tools are com-

monly integrated via CI [130], we manually inspected the
CI configurations of open-source bootloaders.
Results. None of the bootloaders use bootloader-specific
static techniques. Only 20.1% (9) integrate general-purpose
SAST tools, and configurations are typically left at defaults,
which Shen et al., [130] show to be largely ineffective
without bootloader-specific tailoring.

4.5. Dynamic Analysis

These techniques analyze bootloaders at runtime to de-
tect vulnerabilities. As shown in Table 3, there are 13 dy-
namic analysis techniques with different capabilities, target-
ing different types of bootloaders. The majority, 13 (87%),
of these are BSP tools. Furthermore, similar to static analysis
tools, most of the techniques are for type 1 bootloaders,
specifically EDK-II. It is interesting to see that many of
the tools work directly on binary firmware (as indicated



by the BO column). However, these techniques are specific
to an attack surface. For instance, RSFuzzer [170] works
directly on EDK-II firmware, but only focuses on sas3
attack surface (i.e., SMI Handlers). Many of the tools require
manual configuration (as indicated by the A column). For
instance, HBFA [122] requires harnesses to be written for
each interface. General purpose tools such as kAFL [125]
and TSFFS [67], also require considerable modification to
handle bootloader input sources. There are a few automated
techniques but not all of them are open-source (e.g., UE-
FUZZER [165] and RSFuzzer [170]). We did not receive
any responses from the authors when we inquired.

4.5.1. Fundamental Aspects
At a fundamental level, dynamic analysis

techniques [85] require four necessary capabilities (i.e.,
target execution, interface invocation, input generation, and
invalid state (vulnerability) detection).

Target Execution. The ability to execute the target is the
foundation of any dynamic analysis technique. Unlike user-
space programs that rely on standard libraries (e.g., libc)
and run easily in emulators such as QEMU [116], boot-
loaders are hardware-dependent and are often triggered by
interrupts, making reliable execution in virtualized environ-
ments challenging [163].

Although bootloaders usually include emulator-specific
support, it is limited. For example, barebox, a type 3 boot-
loader, supports 20 different SPI drivers across all configu-
rations, but only 5 are supported in QEMU, reducing cov-
erage [7]. The diversity of bootloaders further complicates
this, since execution strategies must account for differences
in architectures (e.g., x86, ARM, RISC-V), board-specific
initialization, and firmware interfaces. For instance, initial-
izing permanent memory on an ARM mach-rockchip board
involves only 4 steps, while the same process on a Freescale
imx8mm_evk board requires 7 steps due to a more complex
setup and unique memory layout.

As shown in Table 6, most tools rely on off-the-shelf
simulators, though four [112], [122], [165], [170] only
partially emulate the bootloader. On-device execution is
rare [62], [95], and automated rehosting, which would sup-
port COTS bootloaders without vendor-specific support, is
entirely absent.

Observation 5
Most techniques use emulators as execution environ-
ments, which have limited support for bootloader.

Open-Problem 2 (Engineering)

We need an automated rehosting technique that can han-
dle bootloaders.

Input Generation. Dynamic analysis requires generating
effective inputs for target interfaces. Therefore, two things
are required: identifying the expected input type or structure,
argument type identification, and producing values consis-
tent with that type, argument value generation.

For example, Listing 1 shows an interface that ac-
cepts a VOID* pointer and length, which is cast into
different concrete structures (e.g., CREATE_KEY_COMM or
DELETE_KEY_COMM) depending on the invoked handler (○2).
Bootloaders expose diverse attack surfaces, so expected
input structures vary across interfaces. In EDK-II (type 1
bootloader), SMI handlers (sas3) typically accept commu-
nication buffers cast into command structures, while boot-
time service protocols (sas4) take typed arguments (○3
vs. ○2 in Listing 1). Even within a single attack surface,
input structures differ across different interfaces. As shown
in Table 6, manual grammar specification dominates type
identification [51], [53], [122], [156], [167], but it is labor-
intensive. For example, HBFA [122] requires custom stubs
and harnesses per CVE, limiting coverage of other vulnera-
bilities. Automated type inference [55], [165], [170] shows
promise but remains limited to specific bootloader types and
attack surfaces.

For value generation, most works rely on fixed or ran-
dom values [53], [122], [156], [167], which fail for state-
dependent inputs (e.g., a DELETE_KEY_COMM requiring a valid
previously created KeyId). Inference-based approaches [55],
[170] address this but remain confined to a few surfaces.
Only 30% of techniques consider type 2 or type 3 boot-
loaders [51], [53], [62], [156], and none automate input
generation for them.

Observation 6
Existing techniques depend on manual input specification,
which is labor intensive and tedious.

Open-Problem 3 (Technical)

Although automated input type identification techniques
exist, they are applicable to only limited interfaces and are
BSP. Leaving a need to develop techniques that perform
inference for type 2 or type 3 bootloaders.

Interface Invocation. Bootloaders expose diverse interfaces
for both runtime and post-boot interactions, which serve
as key entry points for dynamic analysis (§ 3). However,
these interfaces are often poorly documented, dynamically
configured, and vary across platforms. For example, in
EDK-II, protocol drivers (sas4) perform a dynamic check
(DriverBindingSupported) before loading to ensure the
required hardware is present [148]. Even when compiled,
some protocols may not be active at runtime, highlighting
the need for interface identification [22]. Once active inter-
faces are identified, the next step is interface triggering. In
Listing 1, some interfaces, like CreateKeyHandler (sas3),
are externally exposed and can be invoked directly, while
others, such as certain SMM protocols (RngProtocol), re-
quire firmware modifications to be accessible.

Interfaces might depend on platform-specific initializa-
tion order and hardware state. Techniques must replicate
these dependencies (e.g., NVRAM state, previously loaded
stages) to exercise target interfaces effectively, which we
call dependency identification. Failure to account for these
prerequisites can prevent the execution of critical functions



Table 6: Dynamic analysis capabilities for different attack surfaces by bootloader type (1, 2, 3). Automated techniques
are marked 2; manual are marked M; é means no existing technique. Tool names can be cross-referenced in Table 3.
Parenthetical counts denote known vulnerabilities per surface.

Necessary
Capabilities Techniques HW Surfaces SW Surfaces

has1(2) has2(4) sas1(12) sas2(16) sas3(10) sas4(45)

In
pu

t
G

en
er

at
io

n Argument Type
Identification Type Inference é 1:2 [55] 1:2 [55], [165] 1:2 [165] 1:2 [55], [165], [170] 1:2 [55], [165]

Grammar
Specification

1:M [167]
3:M [53]

1:M [122], [167]
2:M [51], [156]
3:M [53], [156]

é
1:2 [95]

M [112], [167]

1:2 [95], [137]
M [122], [167]
2:M [51], [156]

3:M [156]

1:M [122], [124], [167]
2:M [51], [62], [156]

3:M [156]

Argument Value
Identification Inference é 1:2 [55] 1:2 [55] é 1:2 [55], [170] 1:2 [55]

Fixed /
Random Values

1:M [167]
3:M [53]

1:M [122], [167]
2:M [51], [156]
3:M [53], [156]

é
1:2 [95], [165]
M [112], [167]

1:2 [95], [137]
M [122], [167]
2:M [51], [156]

3:M [156]

1:M [122], [124], [167]
2:M [51], [62], [156]

3:M [156]

Interface Invocation Harnessing /
Hooking

1:M [167]
3:M [53]

1:2 [55]
M [122], [167]
2:M [51], [156]
3:M [53], [156]

1:2 [55], [165] 1:2 [95], [165]
M [112], [167]

1:2 [55], [95], [137], [165], [170]
M [122], [167]
2:M [51], [156]

3:M [156]

1:2 [55], [165]
M [122], [124], [167]
2:M [51], [62], [156]

3:M [156]

Target
Execution

Off-Shelf Simulator 1:2 [55], [112], [122], [137], [165], [167], [170],M [124] 2:2 [51],M [156] 3:2 [53],M [156]
Automated Rehosting é

On-Device 1:2 [95] 2:M [62] 3:é

Invalid State
Detection

Crash / Hang Detection 1:2 [55], [112], [122], [124], [137], [165], [167], [170] 2:2 [51], [62], [156] 3:2 [53], [156]
Sanitizer 1:2 [55], [112], [122], [165] 2:2 [51], [156] 3:2 [53], [156]

Heuristic Rules 1:2 [95], [122], [170] 2,3:é

Feedback
Coverage / Tracing 1:2 [55], [112], [122], [124], [165], [167], [170],M [95], [137] 2:2 [51], [156] 3:2 [53], [156]

Taint / Dataflow 1:2 [170] 2,3:é
Manual Guidance 1:M [124], [137] 2:M [62] 3:é

or cause false negatives. For instance, GRUB uses grub.cfg

to enforce deterministic boot sequences and ensure system
support before proceeding to later stages.

Table 6 summarizes approaches across attack surfaces.
For interface identification, manual inspection of source
code or debug logs remains the most common method, with
automated discovery rarely applied and limited to select
UEFI applications and protocols [55], [165], [170]. For
interface triggering, both manual (M) and automated (2)
harness generations techniques exist. Manual approaches
dominate across all attack surfaces, especially has1 and has2,
whereas automation has been demonstrated only in a few
cases (sas1, sas3, sas4).

The most effective automated techniques combine type-
aware fuzzing or input generation with automated harness-
ing, allowing deeper exploration and uncovering more vul-
nerabilities than manual methods.

Challenges and coverage vary by bootloader family.
Type 2 bootloaders are highly scriptable and configuration-
driven, making interface discovery and deterministic replay
comparatively straightforward (high coverage for post-boot
interfaces). While type 3 are board- and peripheral-centric:
hardware initialization and board-specific drivers make in-
terfaces highly platform dependent and harder to automate.
Conversely, type 1 are the most complex: dynamic driver
binding, multiple privilege modes (including SMM), and
deeply split runtime vs. pre-boot functionality mean many
interfaces are transient or inaccessible without firmware
modification. As a result, most automated techniques focus
on post-boot and exposed type 1 bootloader applications.
Early boot and platform-specific interfaces (network stacks,
low-level device enumerations, SMM-only protocols) re-

ceive far less automated coverage and often require manual
or platform-specific engineering to test.

Observation 7
Interface discovery and invocation are bottlenecks for dy-
namic analysis. Identification, triggering, and dependency
reconstruction are largely manual across bootloaders.

Invalid State Detection and Feedback. Dynamic analysis
of bootloaders must be able to detect when the system
reaches an invalid or buggy state. Unlike general appli-
cations or OS kernels, which benefit from virtual memory
protections that make memory corruption bugs manifest as
observable crashes, bootloaders, especially in early stages
(i.e., stages 1–3), lack such protections. Even in later stages,
virtual memory may be uninitialized depending on the
bootloader, so memory safety bugs often go undetected, a
situation common in deeply embedded software [103].

A common solution is to use a sanitizer (e.g., Ad-
dress Sanitizer (ASan) [127], Undefined Behavior Sanitizer
(UBSan) [23]). Sanitizers increase bug detection through
instrumentation, but they rely on virtual memory pro-
tections [132], even the bare-metal KASAN implemen-
tation results into similar limitations [111]. Bootloaders
also face memory constraints that complicate sanitizer in-
tegration. For example, standard U-Boot systems provide
enough contiguous memory to accommodate ASan (e.g.,
0x00002000 - 0x00fbff20 [32]), but handling shadow and
poisoned memory before permanent memory initialization
in stage 2 (Figure 1) presents an engineering challenge.

As shown in Table 6, three detection techniques are
used: crash and hang detection (widely used but misses



early-stage violations), sanitizers (strong but rarely deployed
due to hardware constraints), and heuristic rules (semi-
automated and bug-specific).

Although few techniques use sanitizers, these are ex-
tremely customized for specific use-cases and attack sur-
faces. For example, FuzzUEr [55] had to heavily integrate
a custom adaption of ASan [127] to work only on stage 3.

Observation 8
Lightweight, general-purpose sanitizers that operate with-
out hardware protections are currently lacking.

Open-Problem 4 (Engineering)

Designing runtime checks that provide strong bug oracles
while respecting bootloader memory and initialization
constraints remains an open challenge.

Feedback mechanisms are also critical for dynamic anal-
ysis, particularly for fuzzing. Most tools rely on coverage
and tracing feedback to guide exploration [55], [112], [122],
[124], [165], [167], [170], while advanced feedback like
taint or dataflow tracking has been demonstrated in limited
settings [170]. Some tools use manual guidance when au-
tomated feedback is unavailable, though this approach does
not scale [62], [95], [137].

4.5.2. Tools Evaluation
Our selection methodology (§ 4.3) resulted in 4 tools,

which we evaluated using our BOOTBENCH dataset.
Results Of the tools evaluated, only FuzzUEr [55] detected
any injected vulnerabilities, finding 1 of 16 (6%), a memory
safety bug. FuzzUEr missed others because it does not
support the relevant attack surfaces and could not reconstruct
the state required to reach deeper code paths.

Other tools, including HBFA [122], BootFuzz [137],
and efi fuzz [112], failed to detect any vulnerabilities for
similar reasons. BootFuzz is a simple fuzzer that passes
random values without type awareness and relies on manual
feedback, which limits its effectiveness.

HBFA uses stubs and custom harnesses to execute
drivers in userspace, enabling sanitizers and fuzzers like
AFL. However, this approach sacrifices significant function-
ality because many code paths are stubbed out. For example,
the USB_IO_PROTOCOL is fully stubbed. The drivers depend-
ing on it still compile, but most of the original functionality
is removed, as the stubs simply return EFI_SUCCESS. Con-
sequently, HBFA’s flexibility comes at the cost of missing
realistic execution paths and potential vulnerabilities.

efi fuzz focuses exclusively on NVRAM variable
fuzzing (sas2), which represents one of the most constrained
attack surfaces, further restricting its effectiveness.

Dynamic analysis tools exhibited high false negative
rates overall, largely due to incomplete interface identifica-
tion and triggering across architectures. FuzzUEr achieved
the lowest false negative rate by leveraging type-aware
fuzzing and input mutation, while others failed to explore
runtime paths effectively. Memory-safety bugs were most
likely to be discovered, whereas logic and configuration vul-

nerabilities consistently went undetected. Although dynamic
tools produced fewer false positives than static analysis,
their high false negative rates reveal gaps in runtime state
reconstruction and dependency modeling.

Finding 6

Existing dynamic analysis tools are specific to one type of
bootloader and focus on a single attack surface, resulting
in low coverage. Except for FuzzUEr (which found one),
none of the tools were able to find any vulnerabilities
in BOOTBENCH. Memory-safety issues are partially de-
tectable, while state-dependent and configuration vulner-
abilities remain beyond current capabilities.

4.5.3. Adoption in Bootloaders
Similar to static analysis, we checked whether open-

source bootloaders use dynamic techniques, including OSS-
Fuzz integration.
Results. Only EDK-II and systemd-boot use OSS-
Fuzz [142], [148], achieving 25.72% and 29.37% code cov-
erage respectively—low figures reflecting the use of general-
purpose rather than bootloader-specific fuzzing.

4.6. Attack Surface Coverage

Comprehensive vulnerability detection requires reason-
ing across two dimensions of bootloader security: attack
surfaces and execution stages. Attack surfaces define where
vulnerabilities can be triggered, while boot stages define
when they manifest. Most existing frameworks focus on
only one axis, either analyzing software-facing interfaces
or symbolically executing a specific stage, without span-
ning both, as summarized in Table 3. Consequently, even
tools with advanced symbolic reasoning miss hardware-
induced flaws and state persistence across stages. Coverage
of sas4 (boot-time interfaces) dominates prior work, while
early-stage hardware and late-stage runtime surfaces remain
largely unexplored. For instance, as shown in Table 6,
despite the prevalence of vulnerabilities through sas2, only
a limited number of works explore it. Specifically, we found
over 40 vulnerabilities (in our dataset) along attack surfaces
that are covered by none of the techniques. Many of these
require cross-surface and cross-stage reasoning. Addressing
this requires extending current frameworks to jointly an-
alyze vulnerabilities across both axes, enabling consistent
reasoning from early firmware initialization through runtime
services.

Open Problem 5 (Technical)

Current frameworks cannot jointly model vulnerabilities
across attack surfaces and boot stages, hindering detec-
tion of flaws that traverse initialization boundaries or
evolve from hardware faults to software logic errors.

5. Defences

We examine three complementary defence mechanisms:
exploit mitigation to limit exploitability (§5.1), security



hardening to reduce the attack surface (§5.2), and vulnerabil-
ity prevention to eliminate bug classes at the source (§5.3).

5.1. Exploit Mitigation

Exploit mitigation mechanisms do not eliminate vulner-
abilities but significantly raise the difficulty of exploitation,
reducing the likelihood of converting memory errors into
control-flow hijacks. Specifically, we checked for six com-
mon mitigations across all bootloaders in our dataset, i.e.,
Address Space Layout Randomization (ASLR) [43], Stack
Canaries [30], Non-Executable Memory (NX) memory [14],
Pointer Athentication Codes (PAC) [97], Control-Flow In-
tegrity (CFI) [2], and Relocation Read-Only (RELRO) [29].
We performed build system review (for open-source boot-
loaders), checksec [73] analysis and binary inspection for
closed-source (binary-only) bootloaders to check if any of
the mitigations are enabled. As summarized in Table 8,
adoption is sparse due to early-stage hardware constraints,
static linking, and the absence of runtime memory man-
agement [144], [149]. Most mitigations rely on an MMU,
entropy sources, or virtual-memory-based compiler instru-
mentation, features rarely available in early boot stages [68],
[144], [149].

Despite these challenges, several mitigations show po-
tential for incremental adoption. NX enforcement, Stack
Canaries, and PAC have emerged as the most practical de-
fenses, as they can be enabled once the MMU and secure key
material are available [14], [30], [79], [117]. ASLR, CFI,
and RELRO remain uncommon due to strict initialization
ordering, lack of relocatable code, or incomplete toolchain
support [52], [86], [110], [168]. In general, effective mit-
igation deployment requires memory protection hardware,
deterministic stage sequencing, and compiler integration for
consistent instrumentation. A detailed per-mitigation anal-
ysis, including design constraints and feasibility by boot
stage, is provided in Appendix C.

Observation 9
Most bootloaders lack exploit mitigations due to hardware
and memory constraints. Among the feasible options, NX,
PAC, and Stack Canaries offer the most practical pro-
tection once memory management and key initialization
become available, while ASLR, CFI, and RELRO remain
limited by toolchain and early boot dependencies.

Open-Problem 6 (Engineering)

Current exploit mitigations prioritize performance and
use OS primitives. Bootloaders, where performance is
less critical, need new mitigations that trade speed for
independence from OS features.

5.2. Security Hardening

Security hardening techniques aim to reduce the attack
surface and limit the impact of exploitation attempts. Un-
like prevention methods, which eliminate flaws, hardening
constrains system behavior through runtime enforcement.

5.2.1. Generic Techniques
Common defenses such as Privilege Separation [15],

[56] and Memory Region Protection [149], [161] are well-
studied in operating systems but rarely applied to bootload-
ers. Most bootloaders execute monolithically at the highest
privilege level (e.g., x86 ring 0 or ARM EL3/EL2), offering
no isolation between components. Partial separation exists
in UEFI (i.e., SMM) and ARM Trusted Firmware (i.e.,
TrustZone) [6], [47], but a single module compromise still
endangers the entire chain [169].

Memory region protection similarly depends on MMU
support. While UEFI can enforce page permissions (e.g.,
NX stacks) once virtual memory is active, many bootloaders
rely on flat mappings or lack fine-grained control [6], [148].
Hardware-backed partitioning (e.g., secure memory regions)
remains coarse and difficult to generalize.

Recent work such as DECAF [22] shows that automated
debloating can remove up to 70% of UEFI code without
breaking functionality, suggesting that targeted reduction
may complement coarse-grained protection.

Observation 11
Bootloader hardening remains coarse-grained due to
early-stage execution constraints. Privilege separation is
limited to special modes, and memory protection is often
static or disabled before full MMU initialization.

5.2.2. Bootloader-Specific Techniques
Bootloaders also employ dedicated integrity mechanisms

unavailable at the OS level: Early Launch Anti-Malware
(ELAM) verifies kernel drivers in Windows Boot Man-
ager [159], Secure Boot enforces signed execution across
stages [31], [42], and Measured Boot extends TPM-based
integrity checks for attestation [152], [160]. These measures
form the foundation of the modern firmware trust chain.

Secure and measured boot depend on reliable key man-
agement and TPM integration [107], [150], while ELAM
is tied to the Windows ecosystem. Hardware diversity, lim-
ited memory, and cryptographic overhead restrict broader
use [147], [162]. Interface lockdowns or signature checks
also complicate debugging and firmware updates [37], [146].

Observation 12
BSP hardening is rarely used. Secure and measured boot
dominate, while runtime defenses like privilege separation
or fine-grained memory control remain impractical under
current hardware and toolchain constraints.

5.3. Vulnerability Prevention

Vulnerability prevention aims to eliminate bug classes
before they manifest at runtime. Two existing approaches
are investigated.

5.3.1. Language-Based Memory Safety Retrofitting
These techniques retrofit safety into C/C++ code by

tracking pointer metadata and enforcing bounds at compile
time or runtime. Examples include CETS [106], Checked



C [39], and related pointer-tracking systems such as LowFat,
SoftBound, and FatPointers [74], [105], [177]. They are
generally implemented via compiler instrumentation (e.g.,
CLANG [75]) and can enforce spatial and temporal safety
without rewriting large codebases.

However, their adoption in bootloaders is limited. Lack
of virtual memory and tight memory budgets make these
techniques difficult to deploy. For instance, LowFat Pointers
rely on virtual address partitioning [74], while CETS and
SoftBound impose runtime and memory overheads exceed-
ing 100% [105], [106]. Checked C’s incremental annotations
have been partially adapted to EDK-II [21], but only 86%
of pointers could be instrumented. Bootloaders’ statically
linked, hardware-specific layouts further hinder direct adop-
tion.

Finding 7

Bootloaders lack systematic language-based memory
safety retrofitting. Hardware constraints, static layouts,
and minimal runtime support present opportunities for
specialized, domain-aware approaches.

5.3.2. Memory-Safe Languages
Memory-safe languages (e.g., Java, Go, Rust) prevent

common memory errors through compile-time enforcement.
Rust is the most practical choice for low-level systems
due to its ownership and lifetime model [89]. Nevertheless,
adoption in bootloaders remains rare: only two open-source
examples use Rust [108], [113] and one uses Go [80]. Rust-
EDK-II [114] enables UEFI applications in Rust but not the
bootloader core. As observed by Sharma et al., [129], Rust’s
runtime and tooling remain immature for boot environments.

Observation 10
Vulnerability prevention techniques require significant
adaptation for bootloaders. Even mature compiler- or
language-based methods see minimal use due to limited
memory, hardware dependencies, and legacy toolchains.

6. Discussion

Our study highlights that while bootloader security has
recently gained attention, existing research remains frag-
mented across attack surfaces, analysis techniques, and mit-
igation strategies. We consolidate our findings, observa-
tions, and open problems to identify key challenges and
outline future research directions.
Fragmented Attack Surface Understanding. Bootloaders
exhibit diverse and evolving attack surfaces (Observations
1, 2, 7, 12), yet most prior works focus narrowly on
boot-time or post-boot interfaces. Finding 1 shows that
attack surfaces are not consistent across bootloaders, while
Finding 2 indicates that several important surfaces remain
underexplored. This fragmentation limits reproducibility and
obscures inter-stage vulnerabilities. Future work should de-
velop systematic methods to automatically discover, charac-
terize, and standardize bootloader interfaces across hardware
and firmware implementations.

Open-Problem 7 (Technical)

How can we automatically and thoroughly identify boot-
loader attack surfaces across different hardware and exe-
cution stages, including early-boot interfaces?

Limitations of Static and Dynamic Analyses. Existing
analysis tools face fundamental limitations (Findings 3–6,
Observations 4–8). Static analyses struggle with cross-
language reasoning (C/ASM), limited taint propagation, and
missing BSP or interrupt models. Dynamic analyses often
depend on incomplete rehosting setups and manual input
specifications (Observations 5–6). Finding 4 shows that
asynchronous and interrupt-driven control flows exacerbate
these issues. Hybrid techniques that combine symbolic rea-
soning with emulator-assisted execution may improve accu-
racy and coverage (Open-Problems 2-3).
Inter-Stage Data and Cross-Phase Vulnerabilities.
Bootloaders exchange persistent state across stages
(Observations 2, 6), yet current tools treat stages in
isolation. Whole-chain reasoning, tracking control and data
flow from early firmware through the OS handoff, remains
largely unaddressed. Symbolically modeling NVRAM and
persistent storage, or using staged symbolic execution,
could expose vulnerabilities that span multiple phases.
However, our evaluation also revealed a deeper limitation:
even when vulnerabilities were injected across all six attack
surfaces, existing tools only detected issues in sas1 and
sas4. This demonstrates that current frameworks cannot
simultaneously reason across attack surfaces and across
boot stages, leaving significant blind spots in end-to-end
coverage (Open-Problem 5).
Runtime Analysis and Lightweight Instrumentation.
Finding 5 and Observation 8 reveal that existing san-
itizers and runtime tools assume OS-level support and
fail under bootloader constraints. Developing self-contained,
lightweight runtime checkers that operate without dynamic
memory allocators or interrupts remains a key challenge
(Open-Problem 4).
Gaps in Exploit Mitigation and Prevention. Our analysis
(Findings 6–7, Observations 9–12) shows that most boot-
loaders lack exploit mitigations due to hardware constraints
and the absence of privilege separation. While lightweight
options such as NX, PAC, and Stack Canaries are feasible,
other mitigations (ASLR, CFI, RELRO) are often unavail-
able. Moreover, Finding 7 highlights the lack of systematic
approaches for memory-safety retrofitting, and Observa-
tion 11–12 underscores the dependence on OS primitives.
We need to develop domain-specific exploit mitigations
and memory-safety retrofitting techniques tailored for early-
stage environments, balancing determinism, verifiability, and
security (Open-Problem 6).

7. Related Work

Several works systematize components of the boot pro-
cess, but none focus solely on bootloaders.



Recent works [9], [140] address security concerns in
type 1 bootloaders (i.e., firmware), examining the UEFI boot
process, system security, and current attack vectors.

Most existing SoKs that involve bootloaders focus
on hardware security mechanisms [18], [135], [155],
[173], [176], particularly hardware isolation environments.
Zhang et al., categorize hardware isolation environments
and their security applications [173], while others address
architecture-specific isolation such as TrustZone [5], [18] or
Intel SGX [155]. Fasano et al., taxonomize embedded sys-
tem rehosting [44], and Jain et al., address virtual machine
introspection and the semantic gap [72].

8. Threats For Validity

The data collected and presented (i.e., § 2, § 3, § 4, § 5.1,
§ 5.3, § 5.2) is accurate based on our analysis; however,
companies may use in-house tools or bootloaders that we
are unaware of and that may contradict our findings. Addi-
tionally, dataset biases may arise from the keywords used
to collect CVEs and vulnerability-related commit messages,
which were manually tuned through iterative analysis.

9. Conclusion

Bootloader security has become increasingly important
due to a surge in high-profile vulnerabilities across all
bootloader types, alongside a rise in vulnerability detection
tools. However, many of these tools remain ineffective,
often overlooking critical attack surfaces. While detection
capabilities have improved, there has not been a correspond-
ing increase in efforts around security hardening, exploit
mitigation, or vulnerability prevention. Through the findings
of this work, we aim to guide future efforts toward more
comprehensive and effective approaches to securing and
understanding bootloaders.

Ethical Considerations

All the vulnerabilities we collected as part of the paper
are publicly available, and we do not introduce any addi-
tional risk. There are no new vulnerabilities identified by
the existing tools.
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Appendix A.
Notations

We use a two-dimensional notation combining symbols
and colors. Ë and é indicate presence or absence; green
marks desirable features and red marks undesirable ones.
Thus Ë means present and desirable, Ë means present but
undesirable, and � denotes partial support.

Appendix B.
Tool Configuration

Table 7: Bootloaders and Corresponding Known Vulnerabil-
ities.

Bootloader Commit
Hash

# Known
Vulns Associated CVEs

EDK-II 0395045ae3 16

CVE-2022-36765, CVE-2023-45229, CVE-2023-45230
CVE-2023-45231, CVE-2023-45232, CVE-2023-45233
CVE-2023-45234, CVE-2023-45235, CVE-2023-45236
CVE-2023-45237, CVE-2024-6119, CVE-2024-25742

coreboot 092a1398f6 8 N/A
SeaBios b9b923ed45 3 N/A

GRUB2 f1ce0e15e7 29

CVE-2021-3695, CVE-2021-3697, CVE-2021-3981
CVE-2022-2601, CVE-2022-28733, CVE-2022-28734
CVE-2022-28735, CVE-2022-28736, CVE-2022-3775

CVE-2023-4692, CVE-2023-4693

shim f27182695d 11
CVE-2023-40546, CVE-2023-40547, CVE-2023-40548
CVE-2023-40549, CVE-2023-40550, CVE-2023-40551

CVE-2023-4692, CVE-2023-4693, CVE-2024-2312

U-Boot 89ab1e2817 12

CVE-2016-9841, CVE-2018-25032, CVE-2022-2347
CVE-2022-30552, CVE-2022-30790, CVE-2022-37434
CVE-2023-43804, CVE-2023-45803, CVE-2023-52323

CVE-2024-22195, CVE-2024-3651

TF-A 06796a08d3 11 CVE-2017-5715, CVE-2022-23960, CVE-2022-47630
CVE-2023-49100

We evaluated the tools in Table 7: 7 were closed-source
and 4 required specialized hardware, so both groups were
excluded. Below we describe the configuration for the re-
maining tools.
STASE. No special configuration; we followed the reposi-

tory README.
FwHunt. We used the provided Docker container to test

compiled EDK-II binaries and cross-referenced results
against vendor binaries.

BootStomp. We ported the IDA Pro taint-tracing scripts
to a newer IDA version; the updated scripts limited
new test generation, but existing seeds reproduced the
documented results.

EMBA. Uses FwHunt internally, so excluded to avoid du-
plication.

FuzzUEr. A minor source patch was required; interfaces
were scoped to those with known reachable bugs to avoid
unnecessary overhead.

UEFIscanner. A Windows runtime enforcement tool; not
testable against custom EDK-II builds.

HBFA. Run inside a Docker image following the documen-
tation; all harnesses were executed against the evaluation
version of EDK-II.

efi fuzz. Targets NVRAM variables only; configuration
consisted of compiling EDK-II to produce the required
binary.

BootFuzz. Minimal configuration: compile SeaBIOS and
point the fuzzer to the custom build.

Emmutaler. Requires Apple bootloader binaries extracted
from a physical device; no repository binaries were
provided.

ASPFuzz. Provides a modified QEMU; excluded because
sufficient ground-truth data was unavailable.

arbiter. Crashed on all three bootloader types; fixing it is
outside the scope of this SoK.

CodeQL. No special configuration; we ensured the build
included the drivers containing injected vulnerabilities.

Angr. Requires custom scripts per codebase; creating a
harness is outside scope.

TSFFS. Integrated into FuzzUEr and tested as part of that
evaluation.

Appendix C.
Exploit Mitigation

Exploit mitigation techniques do not prevent vulnera-
bilities themselves but significantly reduce the likelihood
of weaponizing them, e.g., turning a buffer overflow into
code execution. We focus on common exploit mitigation
techniques, specifically, ASLR [43], Stack Canaries [30],
NX memory [14], PAC [97], CFI [2], and RELRO [29].

Table 8: Enabled Exploit Mitigation Prevalence in Bootload-
ers.

Bootloaders ASLR Stack Canaries NX PAC CFI RELRO
Open-Source (39) 0 0 7 1 0 1
Closed-Source (4) 0 0 2 0 0 0

C.1. Prevalence Study

For each bootloader we collected, we determined
whether these mitigations are enabled. Open-source boot-
loaders were analyzed via manual documentation and
source-code review, while closed-source bootloaders were
evaluated with checksec [73]. Table 8 shows the sum-
mary. Overall, most bootloaders lack exploit mitigations
due to structural and semantic constraints. We discuss each
mitigation, its challenges in bootloader contexts, and its
prevalence.

C.2. Address Space Layout Randomization

This technique randomizes the memory layout of code,
stack, heap, and other sections to introduce non-determinism
in memory addresses to hinder return-oriented programming
(ROP) and jump-oriented programming (JOP) exploits [43].
As shown in Table 8, none of the bootloaders have ASLR
enabled. Two requirements are critical for this: (i) relocat-
able sections/regions (position-independent code and data)
and (ii) a reliable entropy source for unpredictable off-
sets [52]. While straightforward in userspace or OS envi-
ronments, bootloaders face additional constraints.



First, many bootloaders rely on a fixed memory lay-
out for deterministic hardware initialization. Low-level rou-
tines and memory-mapped structures often require abso-
lute addresses, making position independence difficult. OS-
level ASLR typically leverages virtual memory, but early
boot stages lack an MMU, forcing relocations in physical
memory, which risks overwriting critical regions. Trusted
Firmware-A and EDK-II enable the MMU in stage 2, al-
lowing randomized mappings after initialization [6], [47]. In
contrast, U-Boot’s SPL executes without an MMU, copying
itself and driver blobs into fixed SRAM addresses [32].

Second, entropy sources such as hardware based random
number generators (TRNGs), timing jitter, or environmen-
tal noise are required for unpredictability. Each bootloader
stage must derive fresh entropy, since weak sources (e.g., a
timestamp counter before RNG initialization) can produce
predictable layouts [168]. High-quality entropy can also
impact memory usage and boot time, particularly when
separate memory regions like TrustZone require distinct
randomization [149].

C.3. Non-Executable Memory

This technique enforces separation of memory into exe-
cutable and non-executable regions, preventing code execu-
tion from data sections such as the stack or heap [14]. As
shown in Table 8, overall 9 bootloaders have NX enabled.
Although simple, enabling NX has the following require-
ments.

First, hardware support (MMU or MPU) is required
for per-page or per-region execute permissions. Early boot
stages often map memory uniformly, making selective NX
enforcement difficult (§ 2).

Second, proper NX requires initializing page tables or
MPU regions before executing untrusted code, careful linker
section layouts, and handling dynamic allocations that may
need executable permissions. Some legacy routines rely
on self-modifying code, creating unavoidable exceptions.
Bootloader support varies, for example, TF-A and EDK-
II enable NX after stage 2 [144], [149], while SeaBIOS
cannot due to 16-bit real mode constraints.

C.4. Pointer Authentication Codes

PAC embeds cryptographic signatures in pointers to
detect and prevent modification [97], protecting return ad-
dresses and function pointers from corruption.

First, PAC requires CPU support (e.g., ARMv8.3) and
a compiler that emits PAC instructions. Legacy hardware
cannot leverage PAC without upgrades or software fall-
backs [117].

Second, PAC keys must be securely stored and initial-
ized early. Stages before key setup remain vulnerable, and
incorrect initialization can halt execution [117].

Third, all protected pointers (e.g., return addresses, func-
tion pointers) must be compiled or annotated with PAC
instrumentation [117]. Exception handling and legacy code
using pointer arithmetic or packed structures may require

refactoring. For example, physical addresses mapped to pe-
ripherals may require careful PAC instrumentation. Despite
these challenges, as shown in Table 8, it is interesting to see
that one bootloader (i.e., TF-A) has PAC enabled.

C.5. Stack Canaries

Stack canaries place a sentinel adjacent to control-flow
data and verify it on function exit [30]. This mitigates
classic stack-based attacks that overwrite return addresses
or saved frame pointers. Despite their popularity, none of
the bootloaders have stack canaries enabled, as shown in
Table 8.

First, compiler support is required to insert and check
canaries consistently. Hand-written assembly, leaf functions,
and interrupt handlers may bypass instrumentation, leaving
unprotected paths, often requiring manual auditing or reim-
plementation.

Second, a fresh random canary must be generated each
boot using a high-entropy source. Early boot stages may lack
quality entropy, producing predictable values and reducing
effectiveness [144], [149].

Third, stack layout must accommodate canaries without
disrupting local variables or alignment. Adding canaries
increases stack usage and check instructions, potentially
impacting performance in time-critical stages [144].

C.6. Control-Flow Integrity

CFI ensures execution follows legitimate control-flow
paths, preventing hijacking of indirect branches [61]. Con-
trol Flow Guard (CFG) is a software implementation [115],
and hardware-assisted enforcement, such as Intel CET, adds
shadow stacks and forward-edge protection [66]. In boot-
loaders, these protect low-level initialization and prevent
ROP/JOP attacks. As shown in Table 8, none of the boot-
loaders have CFI (or its variants) enabled, e.g., forward edge
protection.

First, compiler and linker support is required to gen-
erate metadata describing valid targets and preserve func-
tion/block identifiers [110]. Static linking, aggressive op-
timization, and hand-written assembly can break meta-
data consistency, causing false positives or bypasses. Self-
modifying code and jump tables further complicate software
CFI.

Second, runtime verification is needed for all indirect
branches, either software-inserted or hardware-assisted [2].
Hardware enforcement reduces overhead but requires mod-
ern CPUs, limiting portability. Early boot stages often use
minimal runtime and assembly, making consistent CFI in-
tegration challenging.

Third, bootloaders must coordinate control-flow design
with initialization routines. Shadow stacks and branch track-
ing must be initialized correctly, and indirect branches must
comply. Metadata/code mismatches can halt the boot process
or trigger false positives [61].



C.7. Relocation Read-Only

RELRO marks relocation tables (i.e., GOT, PLT) as read-
only after dynamic relocations, preventing modification [29],
[45]. As shown in Table 8, only one bootloader has RELRO
enabled. It mitigates attacks targeting writable relocation
entries to hijack control flow.

First, an MMU or equivalent is required to mark pages
writable during relocation and read-only afterward. Early
boot stages without MMU cannot enforce RELRO. Static
linking with minimal relocation data limits applicability, and
adding metadata increases image size and complexity [156].

Second, relocation entries must be applied before mark-
ing pages read-only. This requires linker scripts to separate
writable relocation sections from executable code. Incorrect
separation can cause legitimate accesses to fail, potentially
leading to boot failures [86]. Late-stage modules needing
relocations are incompatible with strict RELRO.

Third, dynamic relocation parsing must be integrated
into the bootloader to benefit from RELRO, increasing
memory usage and code complexity [86]. For example, in
type 1 bootloaders the MMU isn’t initialized until the end of
stage 2 (Figure 1), so enforcing RELRO at that point would
fail.

Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

Despite bootloaders being a critical component of most
computer systems, they have been poorly covered in both
breadth and depth in the scientific literature. This SoK paper
addresses this problem by presenting a study of modern
bootloaders, consisting of a survey of 43 bootloader imple-
mentations. The main contribution of the paper is an evalu-
ation of the effectiveness of 25 vulnerability detection tools
across six threat surfaces identified in a representable sample
of bootloaders in the survey. The evaluation highlights that
many of these tools are ineffective against the majority of
identified threats, as they focus only on a limited subset of
vulnerabilities and bootloader categories.

D.2. Scientific Contributions

• Provides a New Data Set For Public Use.
• Creates a New Tool to Enable Future Science.
• Identifies an Impactful Vulnerability.
• Provides a Valuable Step Forward in an Established

Field.
• Establishes a New Research Direction.

D.3. Reasons for Acceptance

1) The paper provides a new data set for public use.
The paper presents a new vulnerability dataset, BOOT-
BENCH, consisting of 3,658 vulnerabilities in boot-
loader implementations. The authors have committed
to open sourcing their dataset.

2) The paper provides a comprehensive survey of real-
world, open-source bootloader implementations.

3) The paper contributes to identifying impactful vulnera-
bilities through a clear description of bootloader attack
surfaces, and identifying previously underexplored sur-
faces.

4) The paper provides a valuable step forward in an
established field. The reviewers found an SoK with a
broad survey of bootloader security to be a valuable
addition to the literature.

5) The paper establishes a new research direction by high-
lighting seven open problems in bootloader security
without adequate solutions.

D.4. Noteworthy Concerns

None


